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Abstract—Wireless networks with their ubiquitous applications
have become an indispensable part of our daily lives. Wireless
networks demand more and more spectral resources to support
the ever increasing numbers of users. According to network
engineers, the current spectrum crunch can be addressed with the
introduction of cognitive radio networks (CRNs). In half-duplex
(HD) CRNs, the secondary users (SUs) can either only sense the
spectrum or transmit at a given time. This HD operation limits
the SU throughput because the SUs cannot transmit during the
spectrum sensing. However, with the advances in self-interference
suppression (SIS), full-duplex (FD) CRNs allow for simultaneous
spectrum sensing and transmission on a given channel. This FD
operation increases the throughput and reduces collisions as com-
pared to HD-CRNs. In this paper, we present a comprehensive
survey of FD-CRN communications. We cover the supporting
network architectures and the various transmit and receive
antenna designs. We classify the different SIS approaches in FD-
CRNs. We survey the spectrum sensing approaches, and security
requirements for FD-CRNs. We also survey major advances in
full-duplex medium access protocol (FD-MAC) protocols as well
as open issues, challenges, and future research directions to
support the FD operation in CRNs.

Index Terms—Cognitive radio network (CRN), full-duplex
(FD) communication, spectrum sensing, self-interference suppres-
sion (SIS).

I. INTRODUCTION

The advances in information and communications technolo-
gies over the past decade have enabled seamless connectivity
among several entities and electronic devices. In order to keep
up with this progress and enhance the consumer experience,
service providers have started to introduce next-generation
data-intensive applications. At the same time, a massive in-
crease in the global subscription of wireless services, such as
broadband, cellular, television, and navigation, is under way.
Overall, there is an ever-increasing demand for uninterrupted
ubiquitous connectivity and higher data rates. It has been
predicted that by 2019, the global wireless data traffic will
see a tenfold increase compared to the traffic in 2014 [1].
This exceptional growth has motivated the development of
next generation wireless technologies, such as femtocells [2],
[3], exploitation of millimeter wave spectrum [4], multiple-
input multiple-output (MIMO) systems [5], [6], and dynamic
spectrum sharing using cognitive radio (CR) [7]–[9].
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A. Motivation: Need for Full-Duplex Communication in CRN

The rapid proliferation of wireless devices and data traffic
has spurred the misconception that the wireless spectrum is
becoming a scarce commodity. Spectrum usage analyses have
revealed that large portions of the spectrum are not efficiently
utilized [10]. Cognitive radio (CR) has garnered significant
attention from academia and industry as a promising tech-
nique for enhancing the efficiency of spectrum utilization. CR
replaces the inefficient traditional static spectrum management
policies with dynamic spectrum access strategies. The dy-
namic spectrum access strategies allow for the opportunistic
exploitation of the white spaces [11], [12], i.e., the unused or
underutilized spectral resources.

Similar to traditional wireless networks, most existing CR
networks (CRNs) employ half-duplex (HD) radios for the
exploitation of white spaces. These HD-CR devices have two
critical drawbacks. First, HD-CRN devices cannot simultane-
ously sense and access the spectrum. Hence, they typically em-
ploy a time-slotted two-stage white space exploitation process.
This process senses the spectrum in the first stage and then
communicates the data in the second stage. Spectrum sensing
enables CRs to detect white spaces, therefore, imperfect sens-
ing can result in data loss and harmful interference to primary
users (PUs). Thus, HD-CR users usually sacrifice a significant
portion of time for robust spectrum sensing, leaving only a
modest part of the time for data communication. Furthermore,
even after performing robust sensing, there is still a chance of
affecting PUs as HD-CR users cannot detect PU transmissions
during the transmission stage.

Second, HD-CR devices utilize two separate/orthogonal
channels for data transmission and reception. This two-channel
operation not only requires more precious spectral resources
than single-channel operation, but also increases latencies as
two channels need to be sensed for white space exploitation.

These constraints can be significantly mitigated by replacing
HD radios with full-duplex (FD) systems [13]–[17]. FD sys-
tems enable simultaneous spectrum sensing and access (trans-
mission) as well as simultaneous data transmission and recep-
tion over the same idle channel during a given time period.
Thus, FD-CR users can minimize data loss and do not need
to interrupt their transmissions for channel sensing. Hence,
FD-CR improves the spectrum utilization and in the process,
increases the overall network capacity. These FD advantages
are achieved at the expense of increased energy consumption
and increased hardware complexity. Despite the beneficial
traits of FD communication, for several years, the actual
realization of FD systems was considered impractical due to
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self-interference (SI), i.e., due to the narrow gap (spacing) be-
tween the transmission and reception antennas. Simultaneous
data transfer and reception can result in transmitted signals
being looped back to the receiving antennas [13]. However,
recent pragmatic developments in SI suppression/cancellation
techniques [15] and the use of a single antenna [18] for
achieving FD communications has shown great promise for
realizing FD communications in future wireless networks.

Full-duplex cognitive radio networks (FD-CRNs) can im-
prove a wide range of existing and future applications of
CRNs. FD-CRNs can be exploited in some unique centralized
and decentralized CRN scenarios [19], [20]. In a distributed
scenario without a central entity for allocating resources to CR
users, each CR user must itself identify viable white spaces.
In case of HD-CR, a new CR user can collide with licensed
recipients as well as with incumbent CR users. In contrast, FD-
MIMO systems, with separate antennas for sensing, transmis-
sion, and reception, can support bidirectional communication
while sensing, thus greatly reducing collisions. In centralized
networks, FD-CR access points can help identify white spaces
in real time for the associated CR network users. Thus, CR
users can concentrate on data communication which reduces
their power consumption and SI interference among sensing
antennas. In fact, a single antenna can be used for achieving
FD communication in such a centralized environment [18].
Furthermore, access points can act as relays for forwarding
data in real time using multiple antennas all the while not
affecting the licensed PUs.

Since the integration of FD technology in CRNs enables
the exploration of another dimension of increasing spectrum
utilization and network capacity, FD-CR technology requires
new designs of network architectures and protocols. The high
potential of FD technology in CRNs has so far inspired rapid
research developments, which we survey and characterize so as
to take stock of the accomplishments to date and to highlight
open research issues and challenges to enable further wireless
innovation.

B. Contributions of this Survey Article

While a few overview articles have outlined some selected
aspects of FD-CRNs, to the best of our knowledge, there is
no prior comprehensive survey on this topic. In this paper, we
provide a comprehensive survey of FD-CRNs. In summary,
we make the following contributions:

• We provide an in-depth discussion of existing FD-CRN
architectures and related case studies as well as radio
requirements and antenna designs for FD-CRNs commu-
nications.

• We survey the various self-interference suppression (SIS)
approaches for FD-CRNs.

• We survey spectrum sensing mechanisms and identify the
operation of various MAC protocols for FD-CRNs.

• We survey security and privacy issues in FD-CRNs.
• We outline open issues, challenges, and future research

directions for FD-CRNs.

C. Review of Related Survey Articles

Our present survey on FD communication in the context of
CRNs is different from previous magazine articles and surveys
as we comprehensively cover the area of FD-based CRNs.
There is an extensive literature of prior surveys that focus on
CRNs. Also, some recent surveys discuss FD communication
in the context of conventional networks. There are also some
magazine style articles on FD-CRNs. However, to the best
of our knowledge, there is no prior detailed survey that
comprehensively covers the incorporation of FD technology
in CRNs.

There is an extensive survey literature on CRNs [10].
Surveys focused on spectrum sensing, sharing, and occupancy
in CRNs have appeared in [21]–[45]. CRN routing protocols
have been presented in [46]–[48], while white spaces have
been explored in [11], [12], [49]. Surveys on MAC protocols
for CRNs are provided in [50], [51], while the security, privacy,
and threats of CRNs have been surveyed in [52]–[58]. CRN
radio resource allocation has been discussed in [59]–[61], and
green energy-powered CRNs have been presented in [60], [62].
CRNs have also recently been examined in the contexts of
machine learning [63], [64] and artificial intelligence [65].
Standardizations work on CRNs has been presented in [66]–
[70].

A brief survey on FD relaying with focus on 5G applications
has been presented in [71]. The discussion in [71] covers
fundamental relaying concepts, SI cancellation techniques,
relaying protocols, and performance analysis of FD schemes.
Detailed general surveys focused on in-band FD communica-
tion [13], [15] have considered the physical and MAC layer
perspectives, as well as, the FD relaying approach. The possi-
bility of integrating FD in CRNs has been briefly mentioned
in [13], [15]. Another comprehensive FD communications
survey has been presented in [72]. Similar to the other surveys,
[72] discusses the fundamental benefits of employing FD and
the SI issues involved in FD communication. Moreover, design
challenges for practical FD systems and applications have been
presented in [72], along with a sporadic discussion on how FD
can be incorporated in CRNs.

The recent brief article [19] pioneered the survey of FD-
CRNs by giving a brief overview of FD communication in
the context of overlay CRNs (see Section II-A4). The article
[19] discussed the novel FD specific Listen And Talk (LAT)
protocol [73] for CRNs and compared it with the conventional
HD Listen Before Talk (LBT) protocol. Furthermore, the use
of FD in some centralized and distributed CRN scenarios
was presented, along with a number of research challenges.
Complementary to [19], this survey gives a comprehensive
up-to-date review of FD-CRNs, including supporting archi-
tectures and antenna designs, spectrum sensing mechanisms,
SI mitigation schemes, and MAC protocols, as well as security
and privacy issues. We also outline emerging applications and
detail current challenges and future research directions.

D. Article Structure

A list of acronyms used throughout the paper is presented in
Table I. The rest of the paper is organized as follows: Section II
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TABLE I
LIST OF ACRONYMS AND CORRESPONDING DEFINITIONS.

Acronyms Definitions
ADC Analog-to-Digital Converter
AF Amplify and Forward
ALC Analog Linear Cancellation
BER Bit Error Rate
BS Base Station
CR Cognitive Radio
CRNs Cognitive Radio Networks
CRANs Cloud Radio Access Networks
CSMA Carrier Sense Multiple Access
CSS Cooperative Spectrum Sensing
CW Continuous Wave
D2D Device to Device Communications
DLC Digital Linear Cancellation
DSA Dynamic Spectrum Access
EGC Equal Gain Combining
HD Half-Duplex
HDR Half-Duplex Relay
INR Interference Signal to Noise Ratio
LAT Listen-and-Talk
LBT Listen-Before-Talk
MIMO Multiple-Input and Multiple-Output
MRA Multi-Configurable Antennas
MSE Mean-Squared Errors
MU-MIMO Multiuser-MIMO
NOMA Non-Orthogonal Multiple Access
OSA Opportunistic Spectrum Access
PIC Photonic Integrated Circuit
PID Proportional Integral Derivative
PLR Packet Loss Ratio
PUs Primary Users
RF Radio Frequency
SBS Secondary Base Station
SE Spectrum Efficiency
SI Self-Interference
SIP Self-Interference Pricing
SIS Self-Interference Suppression
TDTB Time Domain-Transmit Beamforming
TRAPS Transmit-Receive Antenna Pair Selection
UE User Equipment
USRP Universal Software Radio Peripheral
ZFBF Zero-Forcing Beamforming

provides an overview of CRNs and FD communication, while
Section III outlines illustrative case studies on the operation of
FD-CRNs. Section IV highlights the various architectures that
involve FD-CRNs. Radio requirements and antenna designs for
FD-CRNs are presented in Section V. Section VI surveys the
main SIS approaches. Section VII surveys spectrum sensing
approaches for FD-CRNs, while MAC protocols are surveyed
in Section VIII. Section IX outlines the work on security in
FD-CRNs. Standardization, simulation tools, prototype, and
supportive hardware platforms for FD-CRNs are surveyed in
Section X. We outline open issues, challenges, and future
research directions in Section XI. Section XII concludes this
article.

II. COGNITIVE RADIO (CR) AND FULL-DUPLEX (FD)
COMMUNICATION: AN OVERVIEW

A. Cognitive Radio Networks (CRNs)

1) Licensed and Unlicensed Frequency Bands: The wire-
less radio spectrum is exploited by a wide range of applications
and is separated into chunks of frequency bands ranging

from 9 KHz to 3 THz. These bands can be classified into
licensed and unlicensed frequency bands. Licensed bands
require a licensing fee before they can be utilized. Licensing
grants exclusive rights to specific sets of frequency bands
and ensures that there is no interference from other wireless
entities. The unlicensed frequency bands have internationally
been excluded from sale (licensing) and are usually utilized
for low-cost communication. However, a key trade-off is
that they are vulnerable to interference due to the limited
number of unlicensed bands and the large user base competing
for bandwidth in these bands. National regulatory authorities
auction the licensed bands by following the conventional static
spectrum management policies. The static policies allocate
fixed spectral bands to license holders on a long term basis
for large geographical regions. Measurements indicate that
conventional static policies lead to spectrum utilization levels
varying between 15 % to 85 % [10], thus giving rise to white
spaces i.e., unused and underutilized spectral resources.

2) Dynamic Spectrum Access: A promising solution for
exploiting these white spaces is to employ Dynamic Spectrum
Access (DSA) [74], the enabling technology of CR [7], [75].
Using DSA strategies, CR devices can identify viable white
spaces and reconfigure their communication parameters so as
to opportunistically exploit the white space without interfering
with the licensed users. A CRN has two types of users: primary
user (PUs) and CR users (also referred to as secondary users
(SUs)). PUs are licensed users that have paid royalty fees to
obtain exclusive rights to operate in a prescribed set of licensed
frequency bands without any sort of interference. On the
other hand, CR users are unlicensed users without a spectrum
license. CR users employ CR technologies to opportunistically
access the white spaces without causing harmful interference
to PUs. CR users can operate on both licensed and unlicensed
bands. However, unlike in licensed bands, in unlicensed bands,
CR users are not required to identify the white spaces and
usually follow a greedy spectrum access approach, i.e., the
CR users utilize spectral resources whenever required without
consideration of ambient users.

3) White Space Exploitation Cycle: CR systems typically
follow a four stage white space exploitation cycle including:
1) Spectrum sensing, i.e., identification of white spaces by
sensing the spectral bands; 2) Spectrum decision which is
the selection of the best available channels based on sev-
eral diverse parameters [21]; 3) Spectrum mobility ensures
seamless connectivity if the specific spectral resources in use
are required by a PU, then the channel must be vacated
and communication must continue in another vacant white
space portion; finally, 4) Spectrum sharing which coordinates
spectrum access by multiple CR users in order to avoid
collisions.

4) White Space Utilization Paradigms: CR based networks
are typically classified into three main paradigms: The con-
ventional interweave paradigm involves opportunistic white
space exploitation in time, frequency, or space (geographic
location) when PUs are idle. In the underlay paradigm, CR
users transmit on licensed bands using low-power devices with
a limited range, PUs and CR users can transmit simultaneously
as long as the interference to PUs is within acceptable limits.
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In the overlay paradigm, CR users transmit simultaneously
with PUs on licensed frequency bands by detecting the pres-
ence of PUs and appropriately changing the characteristics
of the CR transmitted signal to avoid interference with PUs.
Depending on the paradigm, CR systems may follow all or
specific stages of the white space exploitation cycle.

Apart from cellular networks, CR communication has sev-
eral emerging applications in a diverse range of domains [76],
including CR-based smart grids [69], [77], cognitive radio
sensor networks [78], and CR technology in unmanned aerial
vehicles [79].

B. Full-Duplex (FD) Communication

1) Half-Duplex vs. Full-Duplex Communication: The term
“duplex” in a wireless network refers to the ability of two
systems to communicate with each other, i.e., both systems
are capable of data transmission and reception. However,
whether the communication can be done simultaneously or
not, depends on the systems’ data flow capability, i.e., Half-
Duplex (HD) or Full-Duplex (FD). Due to its implementation
simplicity, HD is the most commonly used data flow mode
in wireless networks. HD enabled systems cannot transmit
and receive simultaneously. Thus, in HD-CRNs the spectrum
sensing and transmission cannot be conducted simultaneously;
therefore, typically half of the time is used for spectrum
sensing and the other half of the time is used for transmission,
reducing throughput compared to FD systems. HD systems
also lead to the inefficient utilization of spectral resources,
i.e., orthogonal spectral resources need to be allocated for
transmission and reception if the systems should transmit and
receive simultaneously. For example, most mobile networks
employ two sets of frequencies for uplink and downlink
transmissions. Furthermore, HD systems are prone to hidden
and exposed terminal problems [80].

Advanced wireless communication systems can support
high data rates. For example, as compared to 4G wireless
networks, 5G wireless networks may provide a thousand fold
(1000x) higher data rate. This increase in data rate is due to
network densification, femtocell deployments, and mmWave
communications [4], [71], [81]. For spectrum efficiency,
various non-orthogonal transmission modes are integrated
into advanced wireless communication systems. Among the
non-orthogonal approaches, non-orthogonal multiple access
(NOMA) [82], [83], non-orthogonal filter bank multi carrier
(FBMC) [81], [84], and full-duplex communication [13]–[15]
have been introduced to enhance the network capacity and to
efficiently utilize the spectrum resources. The non-orthogonal
components of NOMA and FBMC induce relatively high
self-interference (SI) compared to FD communication. Self-
interference suppression (SIS) can be more easily achieved in
FD communication compared to NOMA and FBMC. Hence,
FD communication has found a wide range of applicability as
compared to NOMA and FBMC.

A two fold increase in the ergodic capacity has been
witnessed when using FD communication [13]. FD is not a
new idea, a continuous wave (CW) radar systems first used FD
communication in 1940 to enhance the network capacity and to

efficiently utilize the spectrum resources [13]. While using the
existing resources, it was generally believed that a single radio
could not send and receive information simultaneously [85].
However, this restriction has been invalidated with the advent
of FD communication. By employing FD communication, a
single radio can send and receive messages at the same time
over the same frequency band. FD communication, i.e., using a
single channel for transmission and reception at the same time,
usually demands only half the spectral resources as compared
to HD communication [86].

FD communication can be achieved by using separate
transmit and receive antenna pairs, by exploiting a shared
transceiver architecture, by employing relaying topologies,
and by using multiple spatial streams, such as MIMO and
SISO (see Section V-A4) [15]. In a shared transceiver, the
transmitted and received signals are separated using a duplexer
which routes each of the signals to their respective functions
[87].

2) Network Topologies: FD enabled centralized and dis-
tributed networks can be classified into three main topologies:
In the conventional bidirectional topology, two FD systems
transmit and receive simultaneously, thereby minimizing delay
and doubling spectral efficiency (compared to two HD systems
that utilize orthogonal time slots for data transmission and
reception). In the relay topology [88], [89], FD data relaying
systems can simultaneously receive and forward data in real
time on a common carrier. In the Base Station (BS) topology,
the FD enabled BS supports simultaneous uplink and downlink
data communication on a common carrier (compared to an
HD environment, where the BS alternates between orthogonal
uplink and downlink carriers). In each topology, the systems
can be equipped with multiple antennas and the number
of antennas per system can differ. Table II summarizes the
comparison of HD-CRNs and FD-CRNs.

C. Motivation for Employing Cognitive Radios (CRs) with
Full-Duplex (FD) Mode

In HD-CRNs, each time slot of the SUs is divided into
two sections (portions). In the first portion, the SUs sense the
available spectrum. In the second portion, the SUs transmit the
data. However, this approach has two limitations: First, during
the sensing of available spectrum, the transmission of data is
interrupted even with the availability of long and continuous
spectrum white space. Second, during the transmission of
data, the sensing of the spectrum is halted which can risk
interference to the PUs. These limitations have resulted in
the emergence of FD-CRNs, where SUs sense the available
spectrum and transmit data simultaneously. In the following
we summarize the main motivations for the provisioning of
FD capabilities in CRNs:

• In HD-CRNs, SUs cannot detect PU activity during data
transmissions. This can result in interference to the PUs.
In contrast, in FD-CRNs, simultaneous sensing and trans-
mission minimize the interference for PUs [90]. In FD-
CRNs, the PUs activity can be continuously monitored,
minimizing any possibilities for interference to PUs.
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TABLE II
SUMMARY COMPARISON OF HALF-DUPLEX (HD) COGNITIVE RADIO NETWORKS (CRNS) AND FULL-DUPLEX (FD) CRNS

Parameter HD-CRNs FD-CRNs
Self-Interference Suppres-
sion (SIS)

N/A Passive and Active SIS approaches are used in FD-
CRNs to suppress the SI at the local input transmitter

Spectrum Sensing Spectrum sensing is not continuous. A pre-defined
spectrum sensing duration is used

Spectrum sensing is continuous; there is no pre-
scribed spectrum sensing duration

Spatial Correlation There exists a trade-off between spatial correlation
and throughput

The spatial correlation does not exist in FD-CRNs

Secondary Transmit
Power

The throughput increases with increasing power There exists a trade-off between throughput and
power

PR Activity Monitors the PUs with different models, as discussed
in [40]

With continuous spectrum sensing, monitoring the
PUs activity becomes more reliable

Security Security is a serious concern with a wide range of
security threats

With the FD capability, anti-jamming antennas can
counter the impact of various eavesdroppers

Standards Well-defined HD-CRN standards exist Requires extensive standardization work
Communication Protocols Considerable work has been done on communication

protocols
The major focus has so far only been on FD capable
MAC protocols

Simulation Tools Extensive simulation tools are available to evaluate
HD-CRN performance

Very limited simulation tools are available that can
consider SIS approaches

• In FD-CRNs, the sensing of the available white space
is continuous during the transmission of data. This con-
tinuous white space sensing improves spectral efficiency.
The FD-enabled CR users can find more white spaces and
thus experience improved sensing performance compared
to HD-CRNs.

• In FD-CRNs, the transmission of data is continuous and
is not interrupted by the sensing operation (in contrast,
in HD-CRNs, the sensing interrupts data transmission).
The continuous data transmissions result in improved data
rates for SUs.

• During transmission, collisions between SUs in HD-
CRNs can greatly reduce the system performance. The
collision duration can be large as the collision detection
during the transmission may be interrupted [91], [92].
With the provisioning of FD capability in CRNs, the
collision probability can be reduced without interrupting
the transmission of the data.

• Security is an important concern in CRNs. Eavesdroppers
in the form of PUs can undermine the privacy of SUs.
However, in FD-CRNs, anti-jamming signals can be con-
tinuously produced without disturbing the transmission
cycle. In cases, where multiple antennas are employed
in FD-CRNs, an antenna can be assigned to the task of
transmitting the anti-jamming signals, that can overcome
the impact of eavesdroppers.

• Energy-efficiency is also an important concern for wire-
less communication. In order to harvest energy from
an external source, SUs in HD-CRNs have to suspend
their transmission and sensing operations. However, in
FD-CRNs, the full-duplex SUs (FD-SUs) can harvest
energy [93] without interrupting the spectrum sensing and
transmission of data.

• FD-CRNs have witnessed an increased throughput com-
pared to HD-CRNs. FD-CRNs in conjunction with ad-
vanced network technologies, such as 5G, can fulfill the
needs for spectrum efficiency and enhanced data rates for
data-intensive applications, such as multimedia.

D. Unique Challenges of Full-Duplex Cognitive Radio Net-
works (FD-CRNs)

Although the vision of FD communication in wireless
networks has been around for several decades, FD commu-
nications has yet to be fully exploited. This is because FD
communication is fraught with several unique challenges that
have severely restricted its practical utilization. We proceed to
summarize the main challenges faced by FD-CRNs:

1) Self-interference: Usually, the signal leakage from the
local sender to the local receiver results in self-interference
(SI) [19]. If the SI is not properly suppressed in FD com-
munication, the SI can reduce the FD system performance
below that of HD communication. The theoretical doubling of
the throughput with FD communication can only be achieved
when the SI power level is kept low compared to the noise
level. Therefore, effective SIS approaches should be used
to gain the two fold increase in the system throughput.
Various SIS approaches have been introduced that can pas-
sively or actively mitigate the SI in FD-CRNs. Of these
approaches, the wireless-propagation-domain [99]–[102], the
analog-circuit-domain [103], and the digital-circuit-domain
[14], [104], [105], or combinations of all these domains can be
employed [87], [106], see Section VI. SIS approaches prevent
oscillations in the receiver and enhance the reliability and
stability of FD-CRNs.

2) Hardware Imperfections: Hardware imperfections in
CRNs [107], such as non-linear distortions, phase noise, non-
ideal frequency responses of circuits, power amplifier non-
linearities, as well as in-phase and quadrature phase (I/Q)
imbalances, not only degrade the system performance but
also degrade the performance of SIS approaches [72], [108].
Also, in wireless communication, optimal feedback informa-
tion from the receiver is usually instrumental for improving the
system gain. However, due to the simultaneous sending and
receiving of data in FD communications by the sender and
receiver, only limited feedback information is communicated.
Moreover, the limited dynamic receiver range and noise in
the local oscillator reduce the effectiveness of SI mitigation
schemes in FD communication. The limited dynamic range
at the receiver results in quantization errors that are usually
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Case Studies on the Use of FD-CRNs
Sec. III

Full-duplex CRNs with
D2D Communication

Sec. III-A
[94], [95]

Coexistence of LTE and
WLAN in FD-CRNs

Sec. III-B
[96]

Full-Duplex Cognitive
Cellular Networks

Sec. III-C
[97]

Cognitive decode-
and-forward relaying
Networks with Full-

Duplex capability
Sec. III-D

[98]

Fig. 1. Case studies on the use of FD-CRNs in the contexts of D2D communications, WLANs, cellular networks, and relay networks.

overcome with the help of precoding schemes in FD commu-
nication system [13].

3) Resource Allocation: The allocation of resources (espe-
cially the radio resources) is a challenging task in the design of
reliable FD-CRNs. FD-CRNs with more than two antennas and
SIS approaches demand more power compared to conventional
HD systems. Increased power levels can result in high SI and
inter-user interference. However, minimizing the power levels
may degrade the throughput. Therefore, not only the power,
but also the other resources should be optimally allocated to
FD-CRN enabled devices [109].

4) Redesign of Communication Protocols: FD-CRNs de-
mand the redesign of various physical layer mechanisms as
well as MAC and other communication protocols. MAC layer
problems, such as hidden terminals, congestion, as well as
packet losses and delays, and network layer issues, such
as spatial reuse and asynchronous contention, demand extra
considerations when using the FD capability [105].

5) Spectrum Sensing: Compared to HD-CRNs, the spec-
trum sensing in FD-CRNs is continuous and is not interrupted
by data transmissions. Therefore, the spectrum sensing ap-
proaches for FD-CRNs should be redesigned according to
continuous sensing opportunities and requirements.

III. CASE STUDIES ON THE USE OF CR WITH
FULL-DUPLEX

In this section, we briefly review five case studies (cf. Figure
1), that illustrate the operation of FD-CRNs. We have selected
these five case studies from the literature to showcase FD-CRN
operation in unique and distinct network structures, such as
D2D communications, cellular networks, WLANs, and relay
networks. These case studies are meant to illustrate how CRs
with FD have been used in different CR-based networks and
that FD-CRNs have a vast application range in different CR-
based networks.

A. FD-CRNs for D2D Communications

In device-to-device (D2D) communication, FD-CRNs can
increase the throughput and rate gain, i.e., improve the data
rate achieved through utilizing the D2D links [94]. In the

D2D case study [94], D2D communication links use full-
duplex relaying (FDR) in a cognitive underlay manner (see
Section II-A4). FDR shows better spectral efficiency compared
to half-duplex relaying (HDR) [95]. The combination of D2D
communication and cognitive FDR not only enhances the
spectral efficiency but also the data rate. The optimal power
allocation of the secondary transmitter and FDR help in miti-
gating the SI. This optimal power allocation also minimizes the
outage probability and enhances the throughput. The perfor-
mance studies in [94] indicate that D2D communication with
FDR achieves improved performance compared to cognitive
HDR.

B. FD-CRNs in WLAN Context

The case study [96], examined the co-existence of LTE in
the unlicensed WLAN band with FD spectrum sensing capa-
bility. Cyclostationary spectrum sensing enhances the spectral
efficiency of LTE while exploiting the unlicensed band. The SI
is suppressed by employing analog and digital SIS approaches
that also improve the detection probability.

C. FD-CRNs in Cellular Network Context

FD-CRN capabilities can increase the range, throughput,
and spectral efficiency of cellular networks [97], [110]. A sec-
ondary base station (SBS) can simultaneously sense and trans-
mit with only one channel. The optimal power is allocated to
the SBS to overcome the interference at the SBS. Usually, the
power-throughput tradeoff is achieved to gain the maximum
throughput, while residing within the tolerable interference.
The propagation-based SIS approach with a proper antenna
separation is used to mitigate the self-interference and inter-
cell interference.

D. FD-CRNs in Relay Network Context

The case study [98] examined how adaptive transmission
modes can enhance the data rates in three transmission modes
namely, HD, FD, and direct transmission. The power at the
secondary transmitter is controlled by taking into consideration
the interference at the PUs. The SI with FD operation is
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suppressed by modeling the SI as a fading channel. An
outage analysis demonstrates the effectiveness of the proposed
scheme compared to simple relaying networks.

E. Summary and Insights

In this section, we have summarized five case studies that
integrate FD-CRN operation to achieve higher data rates and
spectral efficiencies. While FD operation can theoretically
double the throughput, the throughput increases achieved in
practical systems are lower due to the SI. The summarized case
studies include several communication scenarios, such as D2D
communications with FD-CRNs. The D2D communication
link uses an underlay FD link to efficiently use the spec-
trum [94]. The study on LTE-WLAN coexistence with FD-
CRN techniques [96] uses cyclostationary spectrum sensing
with active SIS. FD-cognitive cellular networks simultane-
ously sense and transmit with the help of a SBS [97]. The
operation of FD cognitive relaying networks with a decode-
and-forward (DF) approach has been highlighted in [98].

IV. CRN ARCHITECTURES SUPPORTING FULL-DUPLEX
(FD) COMMUNICATION

This section surveys the existing cognitive radio network
(CRN) architectures that can support full-duplex (FD) com-
munication. The existing literature has approached the study
of FD-CRN architectures from two main perspectives: One
set of studies has approached the area from the perspective
of the type of white space utilization, i.e., the white space
utilization paradigm (see Section II-A4). We survey this set
of studies, which are categorized into the left branch of
Fig. 2, in Subsection IV-A. In particular, we sub-classify these
studies according to the type of white space utilization into
architectures with underlay, overlay, interweave, and hybrid
white space utilization. The second set of studies has ap-
proached this area from the perspective of the architecture (or
setting) of the considered underlying network. We categorize
this set of studies into WLAN architectures, cellular network
architectures, and other network architectures, see right branch
of Fig. 2 and corresponding Subsection IV-B.

We note that an alternate classification of the architecture
aspect of FD-CRNs could consider the topology of the FD
communication, see Section II-B2. However, from our review
of the literature, we found that a potential classification from
the FD communication topology perspective is less intuitive
and insightful than our adopted classification strategy. Our
classification strategy starts from the by now relatively well
established white space utilization paradigms (left branch of
Fig. 2) and the conventional different network architecture
settings (right branch of Fig. 2) to lead the reader through
the respective resulting architectures that can support FD-CRN
communication.

A. FD-CRN Architectures Classified by Type of White Space
Utilization

In FD-CRNs, the SUs can simultaneously sense and transmit
with the help of FD radios while using the same channel.

From the perspective of white space utilization, CRNs can be
classified into underlay, overlay, interweave, and hybrid CRNs
[11] (see Section II-A4).

1) Underlay White Space Utilization: In CRNs with un-
derlay white space utilization, SUs transmit with low power
simultaneously with PUs on licensed bands [128]. SUs use the
licensed channel while keeping the interference to PUs within
the tolerable range. This type of channel utilization is also
referred to as gray space utilization [11]. CRNs with underlay
white space utilization have been studied in the context of
FD communication. In particular, an FD-CRN with underlay
white space utilization has been examined in [111]. In [111],
the opportunistic spectrum access (OSA) of the gray space
has been implemented with two antennas using a centralized
architecture. SUs simultaneously sense and transmit with low
power while using waveform-based spectrum sensing. Deter-
mining the power level that should be allocated for FD-CRNs
while using the underlay approach is a complex problem.

This power level adjustment problem, that is specific to
CRNs with underlay white space utilization, has been exam-
ined in [112] through a control theoretic approach. This control
theoretic approach allocates optimal power levels in the FD-
CRN so as to efficiently utilize the gray space. Increasing the
power not only increases the interference to the PUs but also
affects the throughput. Therefore, a power-throughput trade-
off needs to be considered to optimally use underlay FD-
CRNs [113]–[117].

The performance of the FD-CRNs with underlay white
space utilization has been evaluated and compared with HD-
CRNs in [118]. The SI and primary interference under various
constraints of spectrum sharing have also been considered
while evaluating the performance of FD underlay networks.
The performance of FD-CRNs with the underlay approach
with future needs has been studied in [119]. The spectrum
sharing between PUs and SUs operating with the FD-CRN
method has been analyzed. Clustered relaying is used with the
underlay approach to estimate the future spectrum demands for
FD-CRNs.

A single carrier approach to spectrum sharing in FD-CRNs
with underlay white space utilization has been studied in [120].
In particular, a cyclic prefix single carrier is employed in a
cooperative spectrum sharing approach to achieve high spectral
efficiency. Multipath diversity gains have also been achieved
in this cooperative underlay FD-CRN. Estimating the signal
to noise ratios (SNRs) of the PUs is critical for underlay FD-
CRNs. A PU SNR estimation approach has been presented in
[121], through which the FD-SUs can estimate the primary
link SNR while operating in the underlay mode.

2) CRN Overlay White Space Utilization: In overlay CRNs,
the SUs transmit simultaneously with the PUs by adjusting
their transmission characteristics to avoid SI with the PUs
[11], [129]. An overlay approach with opportunistic spectrum
access (OSA) has been proposed in [111]. SUs with FD
antennas simultaneous sense and transmit while the PUs use
a centralized network approach. In this overlay architecture,
the SU transmission power is kept low as compared to the
PUs to minimize the SI and the interference to the PUs.
The primary central base station helps the SUs in sensing
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Fig. 2. Full-duplex (FD) communication can be used in the context of various cognitive radio network (CRN) architectures. We classify FD-CRN architectures
according to the type of white space utilization and the type of wireless network architecture. The white space utilization types encompasses underlay, overlay,
interweave, and hybrid FD-CRNs. The wireless network architecture types encompass FD-CRNs based on underlying WLAN and cellular network architectures
as well as other types of architectures.

the licensed channel while supporting both the underlay and
overlay architecture. SI and the primary interference have been
avoided by employing a hybrid approach for mitigating the
interference. FD-CRNs with overlay white space utilization
have only received very little research attention to date. There
are plentiful opportunities for future research on overlay FD-
CRNs.

3) CRNs with Interweave White Space Utilization: In in-
terweave CRNs, the SUs can only transmit when the licensed
band is idle. When the PUs become active, the SUs leave
the channel to avoid interference [11]. The LAT protocol,
which forms the basis of FD-CRNs, has been studied for an
interweave FD-CRNs architecture in [100]. The performance
of the proposed scheme has been mathematically analyzed as
well as practically simulated with a propagation-based SIS
approach. A specifically designed antenna separation approach
suppresses the SI, thus SUs can simultaneously sense and
access the spectrum holes for communication.

A first practical study of FD-CRNs using the interweave
architecture of CRNs and FD radios has been carried out
in [99]. In the initial stage, the system exhibited an increased
SI. However, with the help of directional multi-configurable
antennas (MRAs), the SI has been suppressed. The characteri-
zation of the transmission range and rate has demonstrated that
the FD-CRN approach achieves higher performance than the
HD-CRN approach. A photonic integrated circuit (PIC) has
been designed in [103] to evaluate the FD behavior in CRNs.
This PIC continuously monitors the dynamic environment
with two antennas, performs sensing, and makes transmission
decisions. An analog SIS approach (see Section VI-C2) is used
to mitigate the SI in this PIC.

4) FD CRNs with Hybrid White Space Utilization: The
FD capability in CRNs can also be achieved by using com-

binations of any two or more of the white space utilization
paradigms. The maximum white space utilization can typically
be achieved via hybrid structures [11]. A centralized FD-
CRN topology with both the underlay and overlay network
architecture has been implemented in [111]. However, to
the best of our knowledge, very limited research has been
conducted to date on the implementation of hybrid white
space utilization in FD-CRNs. The study [130] has used the
hybrid overlay/underlay architecture for maximum white space
exploitation in HD-CRNs. This study can be extended with FD
capability in CRNs to increase the performance of multiband
FD-CRNs.

B. FD-CRNs Based on Different Network Architectures

1) WLAN-based FD-CRNs: A wireless local area network
(WLAN) encompasses a limited geographic area of approx-
imately 30 meters [131]. CRN capabilities in WLANs can
improve the scalability and spectrum efficiency [96], [132].
The integration of FD into WLANs, especially WiFi networks,
has been extensively studied and we give here a brief overview
of this FD-WiFi area. On the other hand, FD-WiFi networks
with CR capabilities have only been considered in one study
to date, which we review in this section.

The first studies of FD-WiFi networks with off-the-shelf
radios have been carried out in [86], [133]. Subsequently, the
practical real-time implementation of FD-WiFi networks has
been advanced in [80], [134], [135]. Passive SIS [136]–[138]
(see Section VI-B) has mainly been considered for minimizing
the SI in FD-WiFi networks, while a hybrid SIS approach has
been implemented in [139]. The delay minimization in FD-
WiFi networks has been considered in [132]. Multiple anten-
nas for FD communication in WiFi networks with advanced
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Fig. 3. Illustration of the FD-CRN cellular architecture [96], [97]: The secondary base station (SBS) is equipped with FD antennas to perform spectrum
sensing and transmissions.

SIS have been discussed in [140]. Specifically designed MIMO
antennas for FD-WiFi networks have been employed in [5].

To date, very little progress has been made for achieving
the FD capability in CR enabled WiFi networks. To the best
of our knowledge only the study [122] has considered the
use of newly freed white space from the analog TV bands
for FD-WiFi networks. In the considered low-power and low-
frequency FD-WiFi networks, the SUs with FD radios mitigate
the SI with a passive SIS approach (see Section VI-B). The
use of omni-directional antennas in the examined FD approach
increases data rates compared to HD systems.

2) FD Cognitive Cellular Networks: The support for FD
cognitive radio networking has been examined in the context
of conventional cellular network architectures as well as ad-
vanced cellular architectures, such as small cell, LTE, and 5G
network architectures. Design paradigms for transceivers of
FD-cognitive cellular and FD-cognitive ad hoc networks have
been provided in [123]. An optimization approach is used to
minimize the sum of all mean-squared errors (MSEs) which
are subject to the power constraints. The power allocation
is also optimized. The proposed FD approach for cognitive
cellular networks improves the throughput with the help of
digital SIS approaches (see Section VI-C1).

The transmission imperfections in FD cognitive cellular
networks have been addressed in [124] through a coopera-
tive HD and FD approach. This approach follows a basic
architecture with a cognitive base station (CBS). To provide
the cooperation, the CBS is connected with the primary base
station (PBS) as well as PUs and SUs. Through the CBS, the
SUs sense the licensed band and then transmit the data when
the channel becomes idle. Four antennas for transmission and
two antennas for reception are used to mitigate the SI and
transmission imperfections.

Cloud-radio access network (C-RAN) structures have been
exploited for FD-CRNs [125]. Specifically, an information
theoretic approach has been employed to achieve FD gains
in a cognitive cellular network with the C-RANs architecture.
The inter-cell interference and the SI have been efficiently
mitigated by employing the information theoretic approach

and a digital SIS approach, respectively (see Section VI).

The co-existence of LTE based FD-CRNs with WLANs
has been studied in [96]. The FD-LTE capable transceiver
employs the cyclostationary spectrum sensing approach (see
Section VII) to utilize the white space. A hybrid SIS approach
(see Section VI-D) is used to efficiently mitigate the SI and
the detection probability is compared with the corresponding
HD-CRNs. Spectrum access with power allocation in FD-
cognitive cellular networks has been studied in [97]. For
this purpose, the secondary base station (SBS) is provided
with FD capability with energy-based spectrum sensing and
propagation-based SIS, as illustrated in Figure 3. The SBS is
responsible for sensing the spectrum and then allocating the
free channels to the SUs. In this architecture, the SI is only
suppressed at the SBS. Then, a power-throughput tradeoff is
exploited to achieve spectral efficiency.

The data rate can also be enhanced with the help
of advanced cellular network architectures, such as small
cells [141]–[143]. In particular, small cells with the FD
communication system can be used for doubling the data
rate [144], [145]. Advanced networks, such as 3GPP LTE
small cells, can harness the benefits of the FD communication,
as has been implemented in [146]. 5G networks with FD
capability have been presented in [144] for achieving high
data rates. However, the FD capability in conjunction with
CRs has not yet been examined in these advanced cellular
network architectures.

3) Other Miscellaneous Network Architectures based on
FD-CRNs: This subsection briefly discusses FD communi-
cation in various other networks, such as wireless personal
area networks (WPANs) and wireless powered networks. FD
communication in WPANs with a single channel has been
examined in [126]. Wireless powered networks with FD ca-
pability can enhance the network throughput, e.g., in wireless
sensor networks [127]. FD-CRNs based on these other network
architectures are a wide open future research area.
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C. Summary and Insights

In this section, we have surveyed network architectures
that support FD-CRN communication. We have classified the
FD-CRN architectures according to the type of white space
utilization and according to the type of underlying wireless
network architecture. FD-CRNs with underlay white space
utilization with OSA have been presented in [111]. The
power allocation is a critical issue in FD-CRNs with underlay
white space utilization and has been examined in [112]–[115].
The performance of FD-CRNs with underlay white space
utilization has also been analyzed in [118], [119]. FD-CRNs
with overlay white space utilization with OSA have been
discussed in [111]. The LAT protocol has been developed
using simple FD radios in the existing interweave CRNs
architecture in [100]. The first practical study of FD-CRNs has
been presented in [99], while the first PIC for FD-CRNs has
been implemented using the interweave white space utilization
paradigm in [103].

FD-cognitive cellular networks can achieve higher data
rates compared to simple HD-cognitive cellular networks. The
study [123] provides design paradigms for FD-cognitive cel-
lular network architectures. The transmit imperfections in FD-
cognitive cellular network architectures have been addressed in
[124]. C-RANs [125] and LTE [96] have also been integrated
into FD-cognitive cellular networks with advanced SIS.

From the perspective of white space utilization, underlay
and interweave FD-CRNs have been studied extensively. How-
ever, very limited work has been done on architectures that
employ the overlay and hybrid white space utilization in FD-
CRNs. Also, most of the studies involve the ON/OFF random
process for monitoring the PU activity. There is a need to
consider other PU activity models as discussed in [40] for the
different white space utilization types in FD-CRNs.

FD-cognitive WLANs have not yet been explored in detail,
except in [122] which used the newly freed analogue TV
band for communication. To the best of our knowledge, very
limited work has been done on WPANs and small cells that
can take into consideration both FD and CR capabilities. En-
ergy harvesting architectures, which can overcome the energy
scarcity, has been widely discussed for HD-CRNs. However,
very limited work on energy harvesting architectures that could
support FD-CRNs has been done to date.

V. RADIO REQUIREMENTS AND ANTENNA DESIGN FOR
FD-CRNS

It is generally not possible for radios to receive and
transmit on the same frequency band because of the
interference that results.

A. Goldsmith, Wireless Communications, 2005 [85]

With the advances in SIS approaches, such as analog and
digital SIS, the dream of FD communication can now be
realized. Usually, the FD radios in CRNs should be capable
of simultaneously sensing a wide range of spectral frequency
and transmitting within the dynamic environment.

The FD antennas in CRNs should take into consideration
various parameters to achieve the theoretical doubling of the

throughput. The FD-radios should be capable of (i) mitigating
the SI that results from local transmitters overwhelming the
received signals, (ii) handling the link-layer delays, and (iii)
supporting approaches for minimizing wireless link errors
and path-loss. For these purposes, a wide variety of antenna
techniques have been proposed, as summarized in Figure 4.

A. Antenna Techniques for FD-CRNs
Various antenna configuration techniques have been used to

enhance the ergodic capacity of FD-CRNs. More specifically,
various antenna configuration techniques have been used for
reducing the spatial correlation and increasing the ergodic
capacity between the transmit and receive antennas.

1) Directional Antenna: Directional antennas are used in
FD-CRNs when the gain of the transmit antennas in the
direction of the receiver is low. The use of directional antennas
in FD-CRNs can increase the gain and transmission range.
Directional antennas are also used to passively suppress the
SI (see Section VI-B).

Directional antennas in FD communication with passive
SI suppression have been examined in [137] in the con-
text of an FD-based WiFi network (without CRs). The use
of directional antennas results in the achievable sum rate
with the wireless open-access research platform (WARP).
The infrastructure nodes achieve improved throughput with
the directional antennas. Directional antennas have also been
utilized in the FD-WiFi based distributed network topology
[138]. This study shows that the use of directional antennas
for FD communication (without CRs) is a cost-effective and
reliable solution to increase the throughput. This approach also
supports the propagation and digital SIS to effectively counter
the SI.

To increase the gain and range, and to mitigate the SI,
directional multi-configurable antennas (MRAs) have been
proposed for FD-CRNs in [99]. The FD-MRAs increase the
rate gain and transmission range in the direction of the
receiving antenna. The range rate has been characterized for
this MRA and the increase has been compared with omnidi-
rectional antennas in HD and FD systems. The same transmit
power has been used for both the directional and omni-
directional antennas. The hybrid SIS approach (see Section
VI) has been implemented with these directional FD-MRA
antennas to efficiently suppress the SI at the RF, analog, and
digital circuits. The evaluation study in [99] indicates that
these antennas improve the throughput and formulates design
paradigms for the potential use of FD communications in
CRNs.

2) Omnidirectional Antenna: In contrast to a directional
antenna, an omni-directional antenna propagates the signals
in all directions. The study [122] has examined the use of
a nulling antenna, which has a propagation pattern closely
related to the omni-directional antenna, in FD communication.
The FD communication with the nulling antenna uses the
low-frequency band that is freed by the TV white space.
With the examined Lyrtech software defined radio (SDR)
platform [122], FD-WiFi networks utilizing the newly freed
TV white spaces achieve improved throughput compared to
the corresponding HD networks.
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Fig. 4. Radio requirements for FD-CRNs are based on the antenna techniques, transmit and reception modes of antennas, and antenna pairings employed
for the FD operation in CRNs.

The practical implementation of FD networks with omni-
directional antennas has been demonstrated for FD-WiFi net-
works without CR in [80]. This practical work could be
extended to CRs. Signal inversion and adaptive cancellation
are used to increase the capacity with a hybrid SIS approach.
The omni-directional antennas in this approach have been
used in conjunction with an FD-MAC protocol that reduces
packet losses by minimizing the hidden terminal problem.
In particular, access points (AP) with FD antennas help in
suppressing the hidden terminals [80].

Another real implementation of FD systems with omni-
directional antennas has been reported in [134]. In particu-
lar, the sub-carrier FD-enabled OFDMA physical layer has
been used with an experimental WARP platform. The FD-
physical layer with an omni-directional antenna increases the
throughput and minimizes the delay with respect to an HD
physical layer. Omni-directional antennas with off-the-shelf
radios have been employed for FD communication in [135].
The FD operation with simple omni-directional antennas with
off-the-shelf components is supported by a proposed specific
hardware module [135]. In this approach, the omni-directional
antenna based FD communication (directional antennas can be
used if needed) improves the throughput and minimizes the
overall complexity.

3) Beamforming: The range of FD-systems in CRNs can
be increased with the help of beamforming. Beamforming can
be used both at the receiving and the transmitting antennas and
mitigate the SI. SIS with beamforming has been extensively
used in wireless systems [13]. A beamforming approach
based on zero-forcing beamforming (ZFBF) has been studied
in [147]. More specifically, the ZFBF based approach has been
employed in full-duplex relay (FDR) systems based on cellular
architectures. FDR systems show improved performance com-

pared to half-duplex relay system when the isolation between
the antennas is sufficient.

The FD capability with beamforming has also been studied
in the context of small cell wireless systems [146]. A design
paradigm with FD capable base stations (BSs) has been
proposed in [146]. The design problem is formulated as a
rank-constrained optimization problem, which is then solved
with a rank relaxation method. The analytical results show that
beamforming in a centralized topology mitigates the SI and
improves the throughput. The spatial degree of freedom avail-
able to the FD-BS with the beamforming approach has been
examined in [148]. FD-BS communication with propagation-
based SIS (a form of passive SIS, see Section VI-B) utilizing
beamforming shows better performance with spatial isolation
compared to HD systems.

A hybrid scheme to select the optimal duplexing, either HD
or FD, to achieve the desired gain with antenna beamforming
has been proposed in [124]. This hybrid duplexing scheme
with beamforming has been used in cooperative FD-CRNs
with cognitive base stations (CBSs). The rate region has been
characterized in this beamforming scheme with a passive SIS
approach. Simulations results indicate substantial performance
gains with this hybrid mode as compared to utilizing only the
HD mode.

4) MIMO: In FD-MIMO systems, the ergodic capacity is
directly proportional to the number of used antennas, i.e., the
ergodic capacity increases linearly as the number of antennas
increases. FD-MIMO systems do not directly support the
sharing of antennas. Cognitive radio (without MIMO) in ad
hoc networks has been discussed in [166]. FD-cognitive ad
hoc networks and FD-cognitive cellular networks with MIMO
antennas have been studied in [123]. The MIMO antennas in
these networks use a digital SIS approach to mitigate the SI



1553-877X (c) 2016 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/COMST.2017.2718618, IEEE
Communications Surveys & Tutorials

12

and residual interference. The use of MIMO antennas in these
FD-CRNs reduces the mean-squared errors of all the estimated
symbols that are subject to power constraints and increases the
throughput compared to HD ad hoc and cellular networks.

Robust antenna designs for cognitive cellular networks with
MIMO antennas have been studied in [167]–[169]. These
studies consider imperfect channel state information (CSI).
The studies address the minimization of the sum of the mean-
squared errors with respect to the imperfect CSI. In [167],
[168], the MSE of all estimated symbols of imperfect channel
states are formulated as the semi-definite program (SDP)
which is then solved with an iterative algorithm.

The first FD-MIMO systems have been designed on the
WARP platform in the context of multihop wireless net-
works [151]. 3 dB dipole antennas with propagation- and
analog-based SIS approaches have been used in these FD-
MIMO systems. The practical implementation of FD-MIMO
has been examined in WiFi networks in [5]. In particular,
implementing MIMO technology with off-the-shelf radios
resulted in good throughput performance. The hybrid SIS
approach has been used to mitigate the SI and to increase
the robustness. For this practical implementation of the FD-
MIMO antennas, the performance is compared to replications
of SISO antennas designs. The proposed design shows better
performance while countering the effects of the noisy indoor
environment.

A pair of modems with FD MIMO antennas has been
examined in [149]. The limited dynamic range and the SI have
been taken into consideration and bidirectional communication
has been achieved with the MIMO antennas in a system with
two modems. The study in [152], [153] addresses the issue of
limited dynamic range with FD-MIMO relaying. The multi-
antenna source and destination issues, such as FD-MIMO
relaying, have also been taken into consideration. The digital
SIS approach has been used to mitigate the SIS and the
performance of the system has been analytically evaluated.

A broadband FD-MIMO system has been developed and
evaluated in [154]. The time domain-transmit beamforming
(TDTB) in this broadband FD-MIMO system has been practi-
cally implemented and the performance of the system has been
analytically evaluated compared to frequency-domain trans-
mit beamforming (FDTB). Without penalizing the forward-
channel, the SI in FD systems can also been suppressed
with FD-MIMO systems [155]. The self-interference pricing
(SIP) approach has been used that takes into consideration the
passive SIS with FD-MIMO systems. Extensive simulations
with the bidirectional mode of transmission and reception have
been performed. The simulations indicate the effectiveness of
FD-MIMO systems compared to HD systems.

Energy-efficiency (ES) and spectral-efficiency (SE) have
been investigated for FD-MIMO systems in [156]. In par-
ticular, a precoding has been proposed for this multiuser-
MIMO (MU-MIMO) system to increase the ES and SE while
minimizing the SI. The proposed MU-MIMO scheme has
low complexity compared to HD-MIMO systems, since the
non-convex pre-coding problem is approximated as a convex
problem at each iteration. The work in [145] also considers
the FD system MU-MIMO (FD MU-MIMO) communication

approach. Various transmission approaches for the FD MU-
MIMO system have been proposed and the performance of the
system with respect to the throughput maximization has been
evaluated. This approach can be implemented in small cell
networks where energy is scarce. Decode-and-forward MIMO
relays with FD capability have been proposed in [150]. The
adaptive gradient-based SIS method (see Section VI) has been
used to mitigate the SI in the FD-capable MIMO relays. The
adaptive SI cancellation in the FD MIMO relays has been
analytically evaluated for the DF operation. The proposed
scheme attenuates the SI by 30 dB for a 6 dB SNR value,
thus demonstrating the efficiency of FD-MIMO relays.

B. Transmit and Receive Modes for FD-CRNs

1) Simultaneous Transmission and Reception: Simultane-
ous transmission and reception on the same channel was not
possible in traditional wireless communication due to the high
SI at the receiving antenna. However, advances in SI suppres-
sion enabled the FD technique with simultaneous transmission
and reception. This simultaneous transmission and reception
results in the theoretical doubling of the throughput compared
to HD communication. FD communication systems with si-
multaneous transmission and reception of signals for various
general wireless networks (without CR) have been proposed.
For example, FD systems with simultaneous transmission and
reception of signals in WiFi networks have been studied in
[5], [80], [86], [122], [133], [137]. Most of these studies use
the passive SIS approach (see Section VI) to mitigate the SI.
Other wireless networks, such as FD-cellular networks [147],
FD MU-MIMO [145], FD 3 GPP LTE small cells [146], FD
5G networks [144], wireless powered FD network [170] also
employ the FD mode of communication with simultaneous
transmission and reception.

In FD-CRNs, the simultaneous sensing, transmission, and
reception of data also results in increased SI. However, with
the advances in passive and active SIS approaches, FD-
CRNs can support the simultaneous sensing, transmission, and
reception. We consider initially unidirectional simultaneous
transmission and reception, whereby only the SUs are capable
of FD operation; bidirectional simultaneous transmission and
reception, where SUs and PUs are capable of FD communica-
tion, is covered in Section V-B2. The majority of the existing
studies examines the unidirectional simultaneous transmission
and reception scenarios in either centralized mode or dis-
tributed mode, as illustrated in Fig. 4.

a) Centralized Mode: The centralized mode of transmis-
sion and reception has been examined in [113], [124], [158].
Amplify-and-forward (AF) FD-CRNs with simultaneous sens-
ing, transmission, and reception radios have been studied in
[158]. For this AF approach, the optimal power-allocation
with respect to the cognitive relays has been examined in the
context of multihop networks. The instantaneous channel in-
formation is obtained and the limited cooperation between the
cognitive transmitter and the cognitive relay is used to achieve
the FD mode with an efficient SIS approach. Transmission
imperfections during the FD operation can also be minimized
in FD cooperative CRNs [124]. In particular, for cooperative
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CRNs, a hybrid HD and FD scheme with characterization of
the rate region has been proposed in [124]. The imperfections
related to the transmissions are addressed by maximizing the
cooperation between the PUs and SUs with the help of a CBS.
For this purpose, the cognitive rate maximization problem is
solved by taking into consideration the primary-cognitive rate
region.

The simultaneous sensing, transmission, reception are fur-
ther strengthened with the help of beamforming. Underlay FD-
CRNs with simultaneous sensing, transmission, and reception
of packets at SU FD antennas have been studied in [113].
The propagation-based SIS approach has been used to achieve
doubled throughput compared to the HD mode. The power-
throughput tradeoff has been characterized to gain the opti-
mal performance. To efficiency control the power-throughput
tradeoff and ensure stability, a proportional-integral-derivative
(PID) controller has been used in [113] in conjunction with a
power constraint mechanism.

b) Decentralized Mode: The decentralized mode for
transmission and reception has been examined in [159]–
[161]. The simultaneous sensing, transmission, and reception
in FD-CRNs with hybrid SIS has been studied in [159] for
a decentralized network topology. Energy-based sensing (see
Section VII-B) simultaneously with transmission and reception
minimizes the PLR and increases the throughput compared
to the HD operation in the decentralized network topology.
Another cooperative approach in FD-CRNs has been examined
in [161] for distributed relaying. More specifically, the SU
transmitters simultaneously send and receive packets, and help
the PUs by delivering their unsuccessful packets.

Collisions in FD-CRNs can deteriorate the overall sensing
and transmission performance. The reduction of the collision
probability in FD-CRNs with simultaneous sensing and re-
ception has been studied in [160] for the distributed FD-CRN
topology. An ON/OFF spectrum sensing model is employed
to minimize the collision probability in the simultaneous
operation mode.

2) Bidirectional Simultaneous Transmission and Reception:
Bidirectional simultaneous transmission and reception scenar-
ios in FD communication have also been used to gain the
doubled throughput compared to the HD mode. In unidi-
rectional simultaneous transmission and reception, only the
SUs are capable of FD operation, while in bidirectional
simultaneous transmission and reception, the other devices,
such as the PUs or other lower-end SUs, are also capable
of FD communication. The term bidirectional simultaneous
transmission and reception has been used in a few studies. such
as [111]. The bidirectional mode of transmission and reception
using FD radios has been extensively used in general wireless
communication (without CR). In particular, the FD bidirec-
tional capability has been examined for FD-WiFi networks
[135], FD-MIMO [155], FD MU-MIMO [156], and energy
harvesting FD wireless networks [164]. The various design
paradigms for bidirectional scenarios have been discussed in
[163].

Underlay and overlay FD-CRNs with OSA can use the
unidirectional and bidirectional modes of simultaneous trans-
mission and reception as studied in [111]. The SIS approach

with ON/OFF model of spectrum sensing has been used.
A hybrid duplexing approach using both half-duplex and
full-duplex mode has been proposed. This hybrid approach
employs a switching algorithm to switch between the HD and
FD mode. The proposed scheme increases of throughput as
compared to the HD scheme.

C. Transmit and Receive Antenna (Tx, Rx) Pairs for FD-CRNs

Different pairings of antennas are used to simultaneously
sense and transmit in FD-CRNs. An important question is
which antenna should be used for transmission and which
antenna for the sensing in FD-CRNs. This question has been
resolved in [171]. This selection depends on the channel
information. However, different network topologies use dif-
ferent numbers of transmit and receive (Tx, Rx) antenna
pairs and employ different SIS approaches to mitigate the
SI to achieve the desired throughput and spectral-efficiency.
The thorough study of efficient FD communication for these
different topologies, antenna pairings, and SIS approaches is
an important area for future research.

D. Summary and Insights

In this section, we have provided a detailed description
of the antenna techniques, approaches, and design paradigms
for FD-CRNs. Different antenna techniques, such as direct
antenna, omni-directional antenna, beamforming, and MIMO,
have been used to achieve the FD capability in CRNs. The
literature review reveals that only relatively little work has
been done to date on the various antenna types in FD-CRNs.
Most of the work on FD-CRNs has considered directional and
MIMO antennas; the thorough examination of the other an-
tenna approaches is an important direction for future research.

The directional MRA antenna in FD-CRNs [99] minimizes
the SI and increases the throughput. The TV white space
has been exploited with omni-directional antennas in [122].
Beamforming can increase the range and suppress the SI in
FD-CRNs [124]. The implementation of FD-cognitive ad hoc
networks and FD-cognitive cellular networks has been pre-
sented in [123]. The impact of the simultaneous transmission
and reception on the packet loss ratio has been examined in
[159], [160], while cooperative FD-CRN communication has
been examined in [124], [161]. The power-throughput tradeoff
for the simultaneous sensing, transmission, and reception of
the signals has been characterized in [113], [158].

Designing the FD antennas to efficiently suppress the SI
from the transmitting antenna is a key factor to achieve FD
communication in CRNs. The existing work on FD-CRNs
takes into consideration the antenna placement, antenna sepa-
ration, and antenna cancellation for efficiently suppressing the
SI. However, only very limited work has considered achiev-
ing quality of service (QoS) by minimizing the signal-to-
interference-plus-noise (SINR) ratio at the receiving antenna.
Moreover, MIMO can be viewed as combinations of N single
SISO antennas. With increasing numbers of antennas, the
complexity also increases. The existing studies on FD-MIMO
for CRNs have not yet addressed these complexities in detail.
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Fig. 5. Self-interface suppression (SIS) approaches for FD-CRNs can be categorized into passive, active, and hybrid SIS approaches. The active SIS approaches
can further be classified into digital, analog, as well as hybrid digital and analog SIS approaches.

VI. SELF-INTERFERENCE SUPPRESSION (SIS) IN
FD-CRNS

A. Need for Advanced SIS Approaches in FD-CRNs

The simultaneous operations of transmission, reception, and
sensing of PU activity in FD-CRNs face severe SI at the
receiving SU antennas. Therefore, the potential benefits of
FD communication can only be reaped with the advancement
of effective SIS approaches [174]. FD communication can
theoretically double the throughput and spectral efficiency.
However, FD communication can outperform the HD, only
if the SI at the local transmitter is effectively mitigated. An
SI level of 3 dB below the noise level at the local input of
the FD does not degrade the system performance and results
in improved throughput compared to HD systems [175].

With SIS approaches, the spectral and throughput efficiency
of FD-CRNs can be enhanced compared to HD-CRNs [176].
However, even after the suppression of the SI, the resid-
ual interference could still degrade the system performance.
Therefore, a hybrid FD/HD approach is used in some scenarios
to gain the desired throughput and spectral-efficiency [124].

In summary, the SIS in FD-CRNs faces various challenges,
including:

• The antennas in FD communication must be optimally
separated from each other. The distance between the
transmitting and receiving antennas should be controlled
such that the residual interference does not degrade the
system performance.

• The SIS approaches should not interfere with the ap-
proaches that are used to counter the interference between
the SUs while sensing and utilizing the licensed channels
of the PUs.

• The transmit power must be optimally controlled to avoid
the SI. Increased power can enhance the connectivity and
coverage. However, increased power can also cause more
interference. Hence, FD-CRNs require optimized transmit
power settings so as to achieve spectral efficiency gains
with the use of SIS approaches.

• The type of SIS approach that should be employed is a
critical design choice for FD-CRNs. Passive SIS, active
SIS, or combinations thereof can be used to address the
interference created by the FD-CRNs.

Figure 5 shows the classification for the SIS approaches used
in FD-CRNs. We have classified the SIS approaches based
on the treatment of the input signal. The signal can be treated
passively, actively, or in a hybrid way. Accordingly, active SIS,
or passive SIS, or a hybrid combination thereof is commonly
used to mitigate the SI. We have adopted this classification
of SIS approaches into active, passive, and hybrid SIS ap-
proaches for our survey. Alternatively, the SIS approaches can
be classified into the power dependent and independent SIS
approaches [177], optical SIS approaches [178], or into perfect
and imperfect SIS approaches [111], [160].

B. Passive SIS Approaches in FD-CRNs: Propagation-Based
SIS

Passive SIS is carried out before the signal actually enters
the receiving antenna [72] Passive SIS suppresses the SI
by exploiting various antenna and signal propagation char-
acteristics, such as antenna separation, antenna shielding, and
antenna polarization effects. In particular, passive SIS takes
into consideration various propagation characteristics related
to the antennas. The propagation-based SIS mitigates the SI
at the entrance to the RF amplifier.

We first briefly review passive SIS for general FD com-
munication (i.e., not specifically for CR communication) to
cover the basic operation and trends of SIS approaches in
general FD communication. Various passive SIS approaches
have been adopted in general FD wireless networks. For ex-
ample, antenna cancellation has been exploited in FD wireless
networks [179]. A two level antenna cancellation has been
developed in [180] to suppress the SI with the use of a signal
nulling approach. Zero-forcing beamforming (ZFBF) can be
used to suppress the SI while supporting the multiuser MIMO
operation [147]. In this case, ZFBF is used not only to suppress
the SI but also the multiuser interference [147].
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Another approach to mitigate the SI in FD-MIMO systems,
is to consider the forward channel. For this purpose, a self-
interference pricing (SIP) approach has been used to achieve
a balance between the SIS and the forward channel maxi-
mization [155]. What should be the exact number of antennas
for optimal FD operation? This has been answered in [163].
The transmit-receive antenna pair selection (TRAPS) scheme
for bidirectional FD communication has been proposed while
taking into consideration the SIS at the receive and transmit
antenna pair.

The SUs in FD-CRNs can simultaneously sense and trans-
mit while using various numbers of FD antennas, which may
follow different design paradigms. However, without an SIS
approach, the SI resulting from the simultaneous transmission
and reception of signals would render the decoding process
inefficient, increase the probability of false alarms, degrade
the system performance, and waste the majority of the spec-
trum holes. These issues can be addressed very well with
passive SIS approaches. We proceed to survey the passive SIS
approaches in FD-CRNs that take into consideration various
antennas design, distance, placement, and power control strate-
gies to suppress the SI.

1) Directional Antennas for Passive SIS in FD-CRNs: The
usage of the directional antennas for SIS in FD-CRNs can
enhance the rate gain and transmission range compared to
omnidirectional antennas. A passive SIS scheme for CRNs
based on directional antennas has been proposed in [99].
The SUs are equipped with FD capable directional antennas
that can simultaneously sense and transmit. The study [99]
analyzes the resulting rate region achieved with FD communi-
cations to assess the potential of FD communication for CRNs.
The evaluation found that the use of directional antennas
increases the transmission range of FD-CRNs compared to
omni-directional antennas.

2) Antenna Placement (Separation) for Passive SIS in FD-
CRNs: An FD-CRN design paradigm for achieving high
spectrum efficiency and throughput with two antennas, one
for sensing and the other for transmission, to exploit the
FD capability in CRNs has been studied in [19]. The self-
interference is suppressed by optimally adjusting the distance
between the two antennas. The proposed FD-CRN design with
the optimally spaced antennas is examined for centralized and
distributed scenarios. SUs with two antennas with physical
isolation have also been studied in [101]. In particular, the
SI reduction achieved through the physical isolation between
the two FD antennas has been studied in [101]. In the
examined set-up, the SUs use a so-called upper antenna for
the transmissions and a so-called lower antenna for sensing
the PU activity.

3) Controlling Power for Passive SIS in FD-CRNs: Tradi-
tionally, CRNs employ the listen-before-talk (LBT) protocol,
whereas FD-CRNs employ the listen-and-talk (LAT) protocol.
The relationships between power and SI for the LAT protocol
have been studied in [100] when energy detection is used
for spectrum sensing under imperfect SIS. When the transmit
power is low, the SI is almost negligible. On the other
hand, when increasing the antenna transmit power, the SI can
overwhelm the entire communication process and throughput

decreases. Therefore, a power-throughput tradeoff exists for
the LAT protocol in FD-CRNs. Based on this trade-off, the
optimal transmission power should be selected to achieve the
desired throughput.

FD can also be used in cellular systems [181]. The SIS at
the base station (BS) and user equipment nodes (UEs) makes
it possible to double the capacity of cellular networks. Usually,
the FD-BS [148], has been developed for simple FD-cellular
networks. In contrast, in FD cognitive cellular networks, a
secondary base station (SBS) is used. The SBS is equipped
with the FD antennas to gain the desired spectral-efficiency
and performance [97]. The SBS is equipped with two antennas
for the sensing and transmission operations, respectively, as
illustrated in Figure 6. When the SU or SBS are equipped
with two antennas, an increase in the power of the transmit
antenna results in SI at the sensing antenna. The optimal
allocation of the power to the transmitting antenna in SBS
is used as the main SIS mechanism. Power is also used as the
SIS control factor in FD underlay CRNs [113], [172], [173].
In these underlay CRNs, a distributed power control scheme
employs proportional integral derivative (PID) control for SIS.
The PID control based hybrid HD/FD approach outperforms
HD communication while actively suppressing the SI at the
cognitive relay nodes [113].

C. Active SIS in FD-CRNs

The active SI approach actually works when the signal en-
ters the receiving antenna. The potential of FD communication
can only be achieved when effectively suppressing the SI and
reducing the bit error rate (BER) [72]. In active SIS, the
SI is reduced by 40–50 dB through a combination of radio
frequency (RF) canceller and a baseband canceller [176]. The
active SIS approaches can be further sub-classified into digital
SIS approaches, analog SIS approaches, and hybrid digital-
analog approaches, as illustrated in Fig. 5.

1) Digital SIS Approaches in FD-CRNs: Digital SIS can
cancel the SI that results from the phase noise of the oscillator
and nonlinearities in the receiver analog-to-digital converter
(ADC). For digital SIS, the dynamic range of the receiver
ADC is a major problem. In FD communications the SI can be
canceled at an effective dynamic ADC range of approximately
6.02 (ENOB-2) dB [87]. Other types of SI are the linear and
non-linear SI that can also be controlled with the help of digital
SIS [72].

Digital SIS in FD-CRNs has been achieved through various
approaches. The SI has been modeled as Gaussian noise in
FD-CRNs [104]. With the presence of two antennas at SUs
in cooperative CRNs, this method of modeling the SI is
helpful for spectrum sensing. Spectrum sensing in conjunction
with a digital SIS approach in an FD-enabled cognitive MAC
protocol has been proposed in [14] (for details about MAC
protocols, see Section VIII). The collision probability has
been reduced by extending the sensing period, whilst utilizing
digital SIS to suppress the SI. Another distributed FD-MAC
protocol with digital SIS during the spectrum sensing has been
proposed [105]. The optimal power allocation has been studied
under this MAC protocol to characterize the trade-off between
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the throughput and power. To digitally suppress the SI, a
configuration algorithm has been proposed that sufficiently
suppresses the SI by introducing the trade-off between the
throughput and the SI.

We conclude this general overview of active digital SIS
by giving brief overview of emerging approaches for general
networks, which could be adapted to CRNs in the future. A
mean-squared error (MSE) based transceiver can be designed
while taking into consideration the limited dynamic range of
the receiver [123]. Digital SIS can then minimize the sum
of the MSEs. This approach can also be used in FD-cellular
systems. The SI in cloud radio access networks (CRANs) can
be suppressed using a digital SIS approach [125]. In particular,
an information theoretic approach that is based on classical
Wyner model can be used for the SIS [125].

2) Analog SIS Approaches in FD-CRNs: Analog SIS is
used to tackle the SIS at the analog-to-digital converter (ADC).
Sequence-based methods or adaptive interference cancellation
are commonly used for analog cancellation [72]. Combi-
nations of time-domain algorithms, such as training-based
methods [182], are used by the analog SIS approaches for both
SISO and MIMO systems [176]. A photonic integrated circuit
(PIC) has been designed for FD-CRNs in [103]. The analog
SIS using the photonic filter enables the cognitive users to
efficiently harness the wide band. The PIC accepts two signals,
the received signal and the known transmitted signal. The two
signals are passed through the photonic filter, which subtracts
the transmitted signal from the received signal to suppress the
SI. The transmitted signal is also used by the feed-forward
approach [18] to suppress the SI using an analog SIS. In this
approach the cancellation vector, which is the combination of
the transmitted and other signals entering the receiver, is used
to cancel the SI.

3) Hybrid Analog and Digital Active SIS Approaches in
FD-CRNs: A single analog or digital active SIS approach is
often not enough to sufficiently mitigate the SI. Therefore,
a combination of analog and digital SIS approaches is often
required to effectively mitigate the SI [136]. Generally, in FD
wireless communication, especially in cellular networks, com-
binations of both analog and digital approaches are commonly
used to overcome the SI [170].

Similarly, FD-CRNs usually employ both analog and digital
active SIS to achieve the desired throughput. For instance,
the SUs in cooperative FD-CRNs suppress the SI using both
analog and digital approaches in [124]. In particular, a full-
duplex cognitive base station (FD-CBS), which is similar to
the concept of a secondary base station (SBS), implements
the amplify and forward (AF) or decode and forward (DF)
relaying approach, and then suppresses the SI using an active
SIS approach. Analog linear cancellation (ALC) and digital
linear cancellation (DLC) are also used in designing FD-CRNs
[96]. Thereby, the impact of SI in cyclostationary spectrum
sensing in LTE-unlicensed (LTE-U) is minimized with the help
of both ALC and DLC.

D. Hybrid Passive and Active SIS Approaches in FD-CRNs
Hybrid SIS approaches that combine active and passive SIS

have been extensively used to suppress the SI and to harness

the potential of FD communication. To date, most research
on hybrid SIS has focused on FD WiFi networks. WiFi-
based FD wireless communication that takes into consideration
hybrid SIS approaches has been examined in [133]. In this
approach, the various SIS approaches have been implemented
using the experimental WARP platform. WiFi networks with
WARP platforms and hybrid SIS approaches that achieve the
theoretical doubling of the throughput with FD communication
have also been studied in [5], [80], [86], [134], [137]. The
use of directional antennas in FD WiFi networks with a
decentralized topology has also been examined in the context
of hybrid SIS approaches [138]. The use of omnidirectional
antennas in FD-WiFi networks in conjunction with hybrid SIS
approaches has been studied in [135]. The impact and compar-
ative analysis of the probability distributions of the SI on the
channel with various SIS approaches have been characterized
for FD-WiFi networks [139]. The practical implementation of
FD-WiFi networks with hybrid SIS is presented in [149]. This
practical implementation considers the centralized topology,
and throughput is compared to HD networks. Modem-based
FD communication with multiple transmit and receive antenna
pairs has been analyzed with respect to the hybrid SIS ap-
proaches in [136].

SUs in FD-CRNs can harness the FD-capability only when
the SI is below the noise threshold. To suppress the SI, FD-
CRNs have been designed to employ both active (analog
and digital based) SIS and passive (propagation-based) SIS
approaches to effectively suppress the SI. In hybrid SIS
approaches, the propagation-based SIS is usually employed
first, and is then followed by the active (analog and digital) SIS
approaches. In [159], the antenna cancellation (propagation-
based SIS) is used first to remove the SI. The remaining SI
is then suppressed by using the RF interference cancellation
(analog SIS) and digital SIS. Both active and passive SIS
approaches are implemented using the single antenna and the
proposed FD-CRNs reduce the packet loss ratios compared to
HD-CRNs. The white spaces that result from the previously
used analog TV bands can also be used for FD communica-
tion [122]. The indoor WiFi network in [122] uses the low
frequency band that is based on the TV white space. The SI
has been suppressed with passive and analog approaches while
using an omnidirectional antenna.

E. Summary and Insights
In this section, we have provided an extensive survey of the

various SIS approaches for FD-CRNs. The SI in FD commu-
nication can overwhelm the received signal and degrade the
throughput of FD-CRNs. The performance of an FD system
can drop below that of the corresponding HD system if the
SI is not properly suppressed. The SI is typically suppressed
via active or passive approaches. However, the proposed SIS
approaches do not take the various PU activity patters of FD-
CRNs into consideration. The SI in the presence of the various
levels of PU activity has not yet been modeled to validate the
effectiveness of the various SIS approaches.

The use of both digital and analog active SIS approaches can
sometimes increase the SI. To address this issue and to effec-
tively suppress the SI, pre-defined suppression values should
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Fig. 6. Illustration of SUs with two antennas (Ant1 and Ant2) provided with FD capability. In the first scenario, Ant1 at SU1 senses the signal Ip1 from
the PU, while Ant2 transmits the signal Is2; the resulting self-interference is Ih. In the second scenario, Ant1 transmits Is1 and Ant2 senses Ip2. For both
scenarios, the impacts of SI and SIS approaches need to be examined.

be used [139]. However, the existing studies on SIS approaches
in FD-CRNs have not taken the measured suppression values
into account.

The signals are usually first treated with the passive SIS
approach. For instance, directional antennas are part of the
passive SIS approach in [99]. Design guidelines for achieving
FD communication in CRNs with passive SIS approaches have
been provided in [19]. Throughput-power tradeoffs in relation
to passive SIS have been examined in [100], [113]. In [101],
the physical isolation between the transmitting and receiving
antennas of the SUs has been studied.

Active SIS in FD-CRNs can be categorized into digital and
analog SIS. The cooperative FD-CRNs in [104] use the digital
SIS approach and modeled the SIS as Gaussian noise. The
digital SIS in FD-CRNs can reduce the collision probability
as examined in [14]. The throughput-power tradeoffs with
respect to the digital SI have been studied in [105]. The
study [103] designed a PIC to support the FD operation in
CRNs and minimized the SI with an analog SIS approach. A
feedback forward approach has also been used in FD-CRNs
[18] and the SI has been suppressed using an analog SIS
approach. To perfectly mitigate the SI, combinations of active
and passive SIS has been proposed in [122], [159]. In hybrid
SIS approaches, the passive SIS is applied first, followed by
the active analog and active digital SIS approaches.

A critical future SIS research area for FD-CRNs is in the
context of 5G wireless networks. The increased number of
users and higher data rates envisioned for 5G systems can
result in spectrum scarcity. Spectrum scarcity can be mitigated
by introducing the CRN capability in 5G networks. The FD-
CRN capability for 5G networks can further enhance the
throughput compared to HD-CRN 5G networks [170], [176].
However, the main hurdle in achieving the full potential of
FD-CRNs in 5G networks is the SI. There is an urgent need

to further improve the SIS approaches to achieve increased
throughput compared to HD-CRNs in the context of 5G
networks.

VII. SPECTRUM SENSING IN FULL-DUPLEX COGNITIVE
RADIO NETWORKS (FD-CRNS)

The CRN spectrum management consists of spectrum sens-
ing, spectrum decisions, spectrum sharing, and spectrum mo-
bility [190]. Among these tasks, the spectrum sensing is highly
important to initiate the CR operation with the availability of
various spectral resources. Having the information about the
available spectrum bands, monitoring the PU activity, and then
detecting the available white space for transmission is called
spectrum sensing [43].

In FD-CRNs, the sensing and transmissions are carried out
simultaneously on the same channel. Therefore, the spectrum
sensing is not interrupted by the transmission of data. SUs
can perform spectrum sensing at the PHY layer or the lower
portion of the MAC layer which is referred to as the MAC
sub-layer. The entire operation of spectrum sensing in FD-
CRNs can be broadly classified into the primary transmitter
detection, primary receiver detection, and interference tem-
perature management. The spectrum sensing in FD-CRNs is
not limited to the space, time, and frequency domains. Other
parameters and dimensions, such as the code dimension and
the angle dimension, can also been included to widen the scope
of spectrum sensing in FD-CRNs [43].

The spectrum sensing in FD-CRNs demands high sampling
rates and high resolution as well as ADCs with large dynamic
ranges and high-speed processing units, such as DSPs and
FPGAs. The sensing frequency, which can be defined as
the question “How often should the CR device perform the
spectrum sensing?” is an important design issue in FD-CRNs.
The IEEE 802.11 standard has proposed a sensing frequency
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Spectrum Sensing Approaches in FD-CRNs
Sec. VII

Cyclostationary Spectrum Sensing
Sec. VII-A

[96]

Energy Detection-based Sensing
Sec. VII-B

Cooperative Spectrum Sensing
Sec. VII-B1

[104], [124], [161], [183]

Centralized [124], [183] Distributed [104], [161]

Non-cooperative
Spectrum Sensing

Sec. VII-B2
[14], [19], [97], [101],

[159], [184]–[187]

ON/OFF Model-
based Energy Sensing

Sec. VII-B3
[100], [160], [188]

Waveform-based
Spectrum Sensing

Sec. VII-C
[111], [189]

Fig. 7. The spectrum sensing approaches employed in FD-CRNs can be broadly classified into cyclostationary-based, energy-detection-based, and waveform-
based spectrum sensing approaches. The energy-detection-based spectrum sensing can further be classified into cooperative (centralized or distributed),
non-cooperative, and ON/OFF model-based spectrum sensing.

of 30 seconds for HD-CRNs [43]. The RF components of FD-
CRN should be configured or programmed such that they can
not only sense a wide spectrum range but can also support the
SIS approaches to gain a high throughput data rate compared
to HD-CRNs as discussed in Section VI. Figure 7 shows our
classification of the spectrum sensing approaches in FD-CRNs.

A. Cyclostationary Spectrum Sensing

The received signals are usually characterized using their
periodicity or cyclostationarity. For this purpose, the spectral
correlation factor is used to sense the signals [21]. In this
spectrum sensing approach, the cyclostationary features of
the received signals are used to sense the spectrum. The
cyclostationary-based spectrum sensing has been examined in
FD capable LTE networks, WLANs, and CRNs in [96] to
assess the impact of SI on the FD system performance. In
particular, analog and digital active SIS has been considered
and the detection probability has been evaluated in FD-LTE
and WLAN networks with cognitive capabilities. Cyclosta-
tionary spectrum sensing in OFDMA based FD-CRNs has
been examined in [191]. In particular, the cyclic feature of
the SU signals with their impact on the SIS approaches has
been investigated by altering the cyclic prefix of the OFDMA
signals.

B. Energy Detection-Based Sensing

The energy detection-based spectrum sensing is also re-
ferred to as radiometry or periodogram spectrum sensing
[43]. Most of the hardware platforms for CRNs, such as
GNU radios, universal software radio peripheral (USRP) soft-
ware defined radios, and the shared spectrum radio from xG
Technology Inc., use energy detection-based spectrum sensing
to exploit the white space. Energy-detection based sensing

is the most common form of spectrum sensing due to its
low complexity and low computational overhead [43], [192].
Energy-detection based spectrum sensing in FD-CRNs can
be categorized into cooperative and non-cooperative spectrum
sensing as well as ON/OFF model based sensing.

1) Cooperative Spectrum Sensing (CSS): In cooperative
spectrum sensing (CSS), the information related to available
spectrum resources is usually exchanged among the spec-
trum sensing nodes [193], [194]. The shared information is
combined and then the spectrum decisions are made. The
sensing results from the various nodes can be combined via
selective combining, equal gain combining (EGC), and switch
combining; and then either hard decisions or soft decisions are
made to arrive at the final sensing decisions [43]. FD-CRNs
support CSS in either centralized or distributed fashion. In the
centralized CSS approach, a central node acts as the BS and
conducts the entire spectral decision making process. In the
distributed CSS approach, the spectrum decisions are made by
individual nodes.

a) Centralized CSS Approach: To efficiently sense the
spectrum, FD-CRNs can use a centralized CSS approach
to address the various transmit imperfections. A centralized
topology of cellular CRNs with FD capability has been consid-
ered in [124] for exploiting the available white space with the
centralized CSS approach. In particular, the cooperative model
of spectrum sensing is used and the transmit imperfections
are addressed with the help of beamforming, while the SI
has been addressed with the help of a passive propagation-
based SIS approach. A CSS approach that supports robustness
against malicious nodes in FD-CRNs has been studied in
[183]. In this centralized topology, the CSS mitigates the SI
and improves the detection probability and robustness against
the misbehaving nodes. In particular, a confidence-only report
rule and a weighted majority fusion rule have been used to
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achieve robustness while supporting the CSS [183].
b) Distributed CSS Approach: A distributed CSS ap-

proach for FD-CRNs has been proposed and extensively
evaluated in [104]. In particular, the distributed CSS approach
operating with the LAT protocol has been evaluated. In this
distributed CSS approach, the SUs had two antennas and used
the digital SIS approach to mitigate the SI. The proposed
scheme shows an improved performance in terms of through-
put compared to the LBT protocol, i.e., the basic sensing
approach that is used in traditional HD-CRNs with either
centralized or distributed network topology.

Distributed CSS in FD enabled relaying CRNs has been
analyzed in [161]. The distributed CSS approach helps in
relaying unsuccessful PU packets and enhances the throughput
of the primary as well as the secondary network. The analytical
performance comparisons with HD-CRNs indicate that SUs as
well as the PUs in FD-CRNs achieve increased throughput.
A non-time slotted FD-CRN with CSS has been presented
in [195]. In the non-time slotted FD-CRN, the PUs change
their transmission behaviors randomly as compared to time-
slotted FD-CRNs. The collision probability and the outage
probability for the SUs have been analytically derived to show
the effectiveness of the proposed scheme.

2) Non-cooperative Spectrum Sensing: Energy-detection
based spectrum sensing can also be performed in a non-
cooperative way. The SUs with dedicated sensing periods in
FD-CRNs can perform spectrum sensing by estimating the
energy of the PU signals. In non-cooperative FD-CRNs, after
gathering the sensing information, the messages are not broad-
cast to other SUs to make the collaborative spectral decisions
[196]. We proceed to survey the area of non-cooperative spec-
trum sensing by giving overviews of selected approaches from
the FD-CRN literature that illustrate the different operating
modes, including non-time slotted, centralized, and distributed
operation.

a) Non-time Slotted Spectrum Sensing: Synchronization
between the SUs to efficiently sense the spectrum and to
transmit the data is an important design consideration for FD-
CRNs. Non-cooperative spectrum sensing has been used to
achieve the synchronization between the SUs in a non-time
slotted FD-CRN in [184]. The analytical evaluation of the
proposed scheme shows the effectiveness of this spectrum
sensing approach in combination with hybrid SIS. Another
spectrum sensing approach for non-time slotted FD-CRNs
has been introduced in [187]. In this energy-detection based
spectrum sensing approach, multiple channels have been taken
into consideration. The channel utilization of the multiple
channels has been extensively analyzed with a non-cooperative
spectrum sensing approach. SUs select a single channel from
multiple channels with the help of a full-duplex spectrum
sensing (FD-SS) approach that is based on non-cooperative
spectrum sensing. The proposed scheme improves the through-
put for PUs and maximizes the channel utilizations of SUs
without requiring the synchronization between SUs and PUs.

b) Centralized Spectrum Sensing: Joint spectrum sensing
and power allocation has been studied in [97]. This joint
approach has been implemented in FD cellular CRNs with
centralized network topology. The secondary base station

(SBS) supports the FD operation by simultaneously sensing
and transmitting in a centralized fashion. The problem of
optimal power allocation to the SBS is formulated as the 3-
dimensional matching problem and is then solved with the
help of a 2-dimensional matching algorithm. In this approach,
the power-throughput tradeoff is achieved and the energy-
detection based spectrum sensing has been analyzed with
respect to the cellular networks.

c) Distributed Spectrum Sensing: A non-cooperative
spectrum sensing approach for decentralized FD-CRNs has
been developed in [159]. In particular, the passive, analog,
and digital SIS approaches have been used to mitigate the SI
during the reception of sensing related signals. The proposed
scheme reduces the packet loss ratio compared to HD-CRNs.
Energy-detection based spectrum sensing has also been used
to suppress the residual interference [101]. This spectrum
sensing approach has been examined in a distributed network
topology with propagation based SI suppression. A spectrum
sensing approach can also be utilized for reducing the collision
probabilities [14]. In this approach, the LAT protocol has been
extended by introducing a decentralized dynamic spectrum
access approach. The operation of this proposed protocol is
similar to the dynamic spectrum access approach of HD-
CRNs, except that it operates with FD-enabled SUs. For
this purpose, PUs activity is modeled as the non-time slot-
ted ON/OFF random process. Spectrum utilization, collision
ratio with PUs, and optimal contention window size of HD
and FD-CRNs with the dynamic spectrum access have been
compared and found favorable results for the examined FD-
CRN approach. The cooperative FD-CRNs can also use the
energy-detection based spectrum sensing [186]. The SUs in
this cooperative relaying approach forward the PU packets
and achieves extra white space and bandwidth in return. The
proposed spectrum sensing approach conserves energy and
increases the throughput while supporting the decentralized
network topology.

d) Hybrid Centralized and Distributed Spectrum Sens-
ing: An energy-based spectrum sensing approach that can
support centralized as well as distributed network designs has
been proposed in [19]. The spectrum sensing of traditional
CRNs and FD-CRNs have been compared and detailed analy-
sis on energy-based spectrum sensing in FD-CRNs have been
performed. This spectrum sensing approach considers a power-
throughput tradeoff characterization to efficiently suppress the
SI and to increase the throughput. This study has elaborated
the design guidelines for spectrum sensing approaches for cen-
tralized and distributed FD-CRNs. A novel spectrum sensing
approach for FD-CRNs has been proposed in [185]. In this
approach, the probability of white space detection is derived,
and from this probability the overall channel utilization is
estimated. The analytical and simulation results show that the
proposed scheme shows improved performance compared to
previous spectrum sensing approaches.

3) ON/OFF Model Energy Sensing: The energy-detection
based spectrum sensing can also use an ON/OFF model (peri-
odicity) for detecting the spectrum and exploiting the white
space for transmission in FD-CRNs. This ON/OFF model
approach of spectrum sensing has been introduced in [160]. In
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this approach, multiple antenna types have been used with a
hybrid SIS approach. More specifically, in this FD-CRN, the
N × M antenna types with the ON/OFF model of spectrum
sensing suppress the SI with a hybrid approach. The spectrum
sensing approach helps in reducing the collision probability
and increasing the throughput compared to HD-CRNs.

An ON/OFF model energy-detection based spectrum sens-
ing approach that supports frame fragmentation has been
developed in [188]. Frame fragmentation in conjunction with
the energy-based spectrum sensing not only helps in achieving
QoS but also conserves energy by enhancing the probability
of successful packet transmissions. The proposed spectrum
sensing approach also supports a novel MAC protocol (see
Section VIII-A).

An FD enabled LAT protocol has also been proposed with
this periodic ON/OFF model of spectrum sensing [100]. In
this approach, a separate antenna is employed to carry out
the spectrum sensing. The antenna separation approach of SIS
with energy-based spectrum detection in this LAT achieves
improved performance compared to the LBT protocol [100].

C. Waveform Based Sensing

The spectrum sensing can also be performed with the known
PU activity patterns. The received signals are matched with the
known PU activity patterns and the spectrum decisions are
then made based on these known patterns. Spectral decisions
based on these known PU signal patterns are termed as
“waveform-based spectrum sensing”. In FD-CRNs, waveform-
based spectrum sensing (according to the PUs signal patterns)
has been utilized to make the sensing decisions in [189]. The
transmission reception strategy with respect to the waveform-
based spectrum sensing has been analytically evaluated. The
proposed scheme reduces the collision probability and in-
creases the throughput. A waveform-based spectrum sensing
approach with ON/OFF model has been proposed in [111].
In [111], the opportunistic spectrum access (OSA) approach
has been evaluated in a centralized FD-CRNs topology. Specif-
ically, the waveform-based spectrum sensing has been used
with two antennas. The SI has been suppressed with a hybrid
SIS approach.

D. Summary and Insights

In this section, we have provided a comprehensive survey
of spectrum sensing approaches in FD-CRNs. The spectrum
sensing approaches such as energy-detection based sensing,
waveform-based sensing, and cyclostationary-based sensing
can be used to sense the spectrum. The impact and perfor-
mance of each spectrum sensing approach with respect to SIS
have also been evaluated.

The energy-detection based spectrum sensing has been
categorized into cooperative and non-cooperative and ON/OFF
model-based spectrum sensing. In [124], [183], the cooper-
ative spectrum sensing with centralized approach has been
presented. Authors in [104], [161], have provided the dis-
tributed cooperative spectrum sensing. Study in [159], shows
the work on non-cooperative spectrum sensing with hybrid
SIS approach. The non-time slotted FD-CRNs [184], [187]

have also been evaluated with the energy-detection based
spectrum sensing. Authors in [19], [97], provides the power-
throughput tradeoff for non-cooperative spectrum sensing in
FD-CRNs. The ON/OFF model of spectrum sensing has been
discussed in [160] which results into reduction of collision
probability of FD-CRNs. This model of spectrum sensing with
the frame fragmentation has been used in [188]. The LAT
protocol with ON/OFF model of spectrum sensing has also
been presented in [100]. The performance of waveform-base
spectrum sensing in FD-CRNs has been evaluated in [189].
The OSA with waveform-based spectrum has been discussed
in [111]. The cyclostationary-based spectrum [161] has been
used in cognitive LTE and WLAN capable FD systems. In
addition to the above mentioned approaches, sliding window
spectrum sensing approach [197] has also been proposed to
minimize the access-latency. In cases, where the SUs do not
leave the licensed band abruptly, this introduces the access-
latency issue. For this purpose, the spectrum sensing decisions
are taken on a sample-by-sample basis.

The majority of the research on spectrum sensing ap-
proaches in FD-CRNs to date has focused on energy-detection
based spectrum sensing. However, there is a need to evaluate
the performance of FD-CRNs with other spectrum sensing
approaches, including approaches that consider the code and
angle dimension of the white space spectrum. To the best of
our knowledge, spectrum sensing approaches that ensure the
security and secrecy of FD-CRNs have not been examined in
detail to date. Also, the existing spectrum sensing approaches
for FD-CRNs do not take the various PU activity patterns,
such high, low, intermittent, and long PU activity [40], into
consideration

VIII. MAC PROTOCOLS FOR FULL-DUPLEX COGNITIVE
RADIO NETWORKS

The underutilized or unused spectral resources can be effi-
ciently utilized with the simultaneous sensing and transmission
capability of FD-CRNs. For this purpose, FD medium access
control (MAC) protocols have been designed to support high
data rates with the increase of sensing and transmission time
compared to MAC protocols for HD-CRNs [200]. MAC pro-
tocols for simple HD-CRNs have typically been based on the
LBT protocol. The LBT MAC protocol senses the spectrum
only in the first portion of a given time slot and then forward
the data in the second portion. This limits the SU transmission
time. Also, the limited sensing (only during the first portion
of a time slot) can increase the probability of interference
for PUs. Also, in these traditional HD-CRNs, MAC protocols
could not efficiently detect collisions between SUs. When
a collision between SUs occurs, the transmission continues.
Therefore, the system performance greatly decreases with in-
creasing collision probability and collision duration [91], [92].
Overall, this HD-CRN MAC protocol operation can result
in inefficient spectrum sensing and transmission of data. In
contrast, the MAC protocols for FD-CRNs can simultaneously
sense the spectrum and transmit SU data.

We first briefly review a prominent FD-MAC protocol for
general non-CR networks so as to help understand the design
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TABLE III
COMPARATIVE VIEW OF MAC PROTOCOLS FOR FD-CRNS WITH THEIR MAJOR CONTRIBUTIONS, SIS APPROACHES, AND SUPPORTED CRN

ARCHITECTURE. ALL THE STUDIES CONSIDER THE PR ACTIVITY, EXCEPT [104].

Main category References Major Contribution Performance Evalua-
tion

Metrics Evaluated SIS approach

Packet
fragmentation based
MAC protocols for
FD-CRNs

[188] Packet fragmentation with SI mitigation
approach

Analytical and theoret-
ical

QoS (Packet Drop), through-
put, and energy efficiency

Considered

[105] Packet fragmentation with backoff
mechanism

Simulation and analyt-
ical

Throughput with digital SIS Digital SIS

Cooperative
spectrum sensing
based MAC
protocols for
FD-CRNs

[104] Cooperative spectrum sensing based on
the LAT

Simulation and analyt-
ical

Transmit power and through-
put

Digital SIS

[161] Cooperative FD-CRNs with various
numbers of PU and SU queues

Analytical Throughput Considered

Collision Reduction
based MAC proto-
cols for FD-CRNs

[14] Collision reduction between SUs of FD-
CRNs

Simulation and analyt-
ical

Spectrum Utilization Ratio Digital SIS

Full-duplex Cogni-
tive MAC (FDC-
MAC) protocols

[198] Special-purpose FD-cognitive MAC;
does not require any synchronization
between SUs

Analytical Throughput Quality SIS

[199] Adds capability to handle multiple chan-
nels to FDC-MAC protocol

Analytical Throughput Quality SIS

requirements for MAC protocols for FD-CRN networks. A
MAC protocol for general FD (non-CR) networks has been
proposed through three major modifications of the existing
802.11 MAC standard in [134]. The three major modifications
are virtual backoffs, header snooping, and shared random
backoffs. With the help of virtual backoffs, the packets in
the buffers of access points (APs, or SUs in case of FD-
CRNs) are prioritized. The AP with virtual backoffs selects
the packets that are going to be served first and then triggers
the FD operation according to the packet flow statistics. In
header snooping, every packet that is to be transmitted is
analyzed. Through this header snooping, the topology of the
entire network is estimated. Then, depending on the network
topology the duplex mode (either FD or HD) is switched on. In
shared random backoffs, any two nodes can discover that they
have packets to send at the same time. This can be achieved
by adding the shared random backoff (SRB) field in the FD
header. When the two nodes share the information about their
packets, the FD operation can be optimized to minimize in-
terference and collisions. These additions/modifications enable
the FD-MAC to efficiently harness the available spectrum in a
dynamic way as these approaches handle expected bottlenecks
when the FD operation is employed. FD-MAC has been
practical implemented in [136] for a WiFi network (without
CR). In this practical implementation of the FD-MAC, the
theoretic doubling of throughput as compared to the HD-MAC
has been achieved while using multiple channels.

Depending on the functionalities and contributions, the
MAC protocol studies for FD-CRNs can be categorized into
the main categories of MAC protocols based on packet frag-
mentation, cooperative spectrum sensing, collision reduction,
and full-duplex cognitive operation, as summarized in Table III
and surveyed in the following subsections. Table III provides
a comparative view of the different MAC protocols for FD-
CRNs.

A. Packet Fragmentation based MAC Protocols for FD-CRNs

The unexpected appearance of PUs in CRNs can cease the
SU transmission. This issue has been addressed by introducing
packet fragmentation into the MAC layer of FD-CRNs in
[188]. With the help of packet fragmentation the entire packet
is not dropped due to the unexpected interruption of the
transmission. Another MAC protocol that can support the
packet/frame fragmentation has been proposed in [105]. The
standard backoff mechanism of the 802.11 MAC standard is
used to resolve the contentions between the SUs during the
packet fragmentation. The proposed protocol also takes the
effective SIS and sensing overhead into consideration, and re-
sults in improved performance compared to the corresponding
HD cognitive MAC protocol [105].

B. Cooperative Spectrum Sensing based MAC Protocols for
FD-CRNs

MAC protocols for LAT-based cooperative spectrum sensing
(CSS) have been examined in [104]. The theoretical dou-
bling of the throughput is achieved in this approach when
the secondary power is optimally controlled. In particular,
the CSS-based LAT outperforms the LBT only when the
secondary power is very low. The study [104] provided a
throughput-power tradeoff and protocol design paradigm for
setting the optimal secondary power that enhances the FD-
CRN throughput. A MAC layer with an error free ACK/NACK
packet has been examined in [161] for SUs in cooperative
CRNs with FD capability. In the considered cooperative FD-
CRN, a MAC layer with the error-free ACK/NACK packet is
used for decoding the PU activity packets. Different queues for
the SUs and PUs are introduced for achieving the cooperation
between the SUs and PUs. The synchronization between the
SUs and PUs in this case is well achieved compared to the
HD-CRNs.
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C. Collision Reduction based MAC Protocols for FD-CRNs

Collisions between SUs and collision durations can be
reduced through the FD capability in CRNs. For this purpose,
a novel MAC protocol that estimates the collision ratio with
PUs, spectrum usage ratio, and optimal contention window
size has been proposed in [14]. Due to continuous sensing of
the PUs’ idle and active states by the SUs, SUs can make
intelligent decisions, and select only those channels that are
idle. The resulting extended version of the LAT protocol
reduces collision while supporting FD-CRN communication
with decentralized dynamic spectrum access.

To achieve synchronization between PUs and SUs in non-
time slotted CRNs, a MAC protocol for non-time slotted FD-
CRNs has been proposed in [187]. This full-duplex cognitive
medium access control (FDC-MAC) can support multiple
channels in non-time slotted CRNs. With the multi-channel
capability the collisions and the backoff stages are minimized
to support the FD operation. For minimizing collisions and to
enhance the throughput of the primary network, SUs in this
approach sense the re-activation of PUs on a channel in a
timely manner through a full-duplex spectrum sensing (FD-
SS) approach.

D. Full-duplex Cognitive MAC (FDC-MAC) Protocols

The full-duplex cognitive MAC (FDC-MAC) protocol pro-
posed in [198] does not require any synchronization between
the SUs. The entire operation of the FDC-MAC has been
divided into two stages. In the first stage, the SUs with FD
capability perform the channel contention operation, followed
by the spectrum sensing and transmissions in the second stage.

Full-duplex cognitive MAC protocols have been proposed
in [199], [201]. In particular, a full-duplex multi-channel
MAC protocol for multi-hop CR networks has been proposed
in [201]. The multi-channel setting gives the SUs more flexi-
bility for finding idle channels for transmissions, i.e., SUs do
not have to wait for any specific channel to become free. In
the MAC protocol in [201], a node with data to transfer selects
one of the idle channels as its own home channel (Hch). Both
the sending and receiving nodes tune their receiving antennas
to the Hch (idle frequency band) and then forward the data
on that channel. The proposed protocol has the capability to
operate with and without a common control channel. The
performance of the proposed FD-MAC protocol has been
compared with the IEEE 802.11 standard with DCF mode and
the proposed scheme outperforms the IEEE 802.11 DCF by a
factor of 20.

A multichannel full-duplex cognitive MAC (MFDC-MAC)
protocol that takes into consideration load-balancing has been
developed in [199]. Randomized dynamic channel selection
is used to select a single channel for spectrum sensing and
transmission, while the contention issue is addressed with
the help of a standard backoff mechanism. The study [199]
demonstrates that the introduction of multiple channels in
FDC-MAC enhances not only the sensing and transmission
performance but aids also in load-balancing.

E. Summary and Insights

In this section, we have surveyed the MAC protocols for
FD-CRNs. The MAC protocols for FD-CRNs have been
designed to support the simultaneous sensing and transmission
on the same channel. MAC protocols for FD-CRNs have
been designed to tackle the various MAC issues, such as
hidden terminals, packet loss ratio (PLR), bit error rate (BER),
and end-to-end delay. The collision probability has also been
decreased with the FD-CRNs compared to traditional HD-
CRNs. However, the various PR activity patterns, such as
high, low, intermittent, and long PR activity, have not yet been
considered for FD-CRN MAC protocols. Security and privacy
issues for PUs and SUs have also not yet been considered.

SIS approaches have been considered extensively in the
design of MAC protocols for FD-CRNs. In [105], [188], the
packet and frame fragmentation capability has been added
in the MAC protocol to support the FD operation in CRNs.
Packet drops due to unexpected transmission interruptions
have been minimized with packet fragmentation. An FD-
CRN MAC protocol with cooperative spectrum sensing has
been examined in [104]. Various queues for PUs and SUs in
cooperative FD-CRNs have been studied in [161]. In [14],
collisions between SUs and PUs have been minimized with
the help of modifications of the 802.11 MAC standard. The
synchronization of SUs and PUs in non-time slotted FD-CRNs
has been achieved with the FD-enabled MAC in [187]. A
specific-purpose MAC protocol for FD-CRNs, referred to as
FDC-MAC has been presented in [198], [199]

MAC protocols for FD-CRNs that can support energy
harvesting approaches or wireless power transfer have not
yet been proposed and present an important area for future
research. Overall, the existing research on MAC protocols for
FD-CRNs has only considered a very limited range of link
layer metrics. There is an urgent need to evaluate FD-CRN
MAC protocols for a wide range of link layer metrics and
scenarios, including packet loss ratio (PLRs) and bit-error-
rate (BER), as well as varying degrees of the hidden terminal
problem.

IX. SECURITY AND PRIVACY IN FD-CRNS

In CRNs, the licensed and unlicensed users coexist in the
same network, which can result in the breach of primary
network security. Confidential data can be compromised due to
the presence of malicious SU or PU nodes [52]. The existing
work on the security of FD-CRNs has considered physical
layer security, dedicated anti-jamming antennas, as well as
secure underlay and relay networks, as categorized in Figure 8.

A. Physical Layer Security in FD-CRNs

To mitigate the impact of eavesdroppers in wireless powered
FD-CRNs, the study in [202] takes into consideration the
physical layer security in underlay FD-CRNs. In this approach,
the destination node is equipped with two antennas for si-
multaneous transmission and reception. The receiving antenna
not only receives the information but also receives the energy
packets.
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Security and Privacy Mechanisms for FD-CRNs
Sec. IX

Physical Layer Security
Sec. IX-A
[202]–[204]

Anti-jamming Antennas
Sec. IX-B
[205]–[208]

Secure Underlay
FD-CRNs,
Sec. IX-C
[209], [210]

Fig. 8. Physical layer security, anti-jamming antennas, and secure underlay communication can secure FD-CRNs against various threats.

More specifically, in the examined wireless powered FD-
CRN, the receiving antenna is used for receiving the energy
packets from the power splitter. Then the received energy is
exploited by the transmitting antenna for the transmission of
jamming signals. These jamming signals are used to counter
the malicious attacks from various intruders. The physical
layer security approach for FD communication has been
further examined in a few studies, including studies on simple
relaying [203] and multihop relaying [211]. Physical layer
security with SIS approaches has been examined in [204].

B. Anti-jamming Antennas in FD-CRNs

To overcome the security issues in primary networks, a dual
antenna selection scheme for FD-CRNs has been proposed in
[205]. Through the FD approach, the SUs can alternatively
select either the transmission antenna or the jamming antenna.
The transmission antenna supports the transmission of data,
while the jamming antenna produces the jamming signals
to counter the impact of eavesdroppers so as to secure the
primary and secondary networks. This approach results in
transmission gains for the secondary network and enhances
the security of the primary network.

An anti-jamming FD-CRN receiver has been proposed in
[206]. In particular, the impact of the local oscillator phase
noise has been investigated and the performance of the pro-
posed anti-jamming FD-CRN receiver has been compared with
HD-CRNs. In the proposed receiver, the SI is suppressed
with a digital SIS approach. The interference signal to noise
ratio (INR) for energy detection-based interference sensing is
calculated with phase noise for a fading channel. The proposed
FD-CRN receiver achieves performance improvements over
HD-CRNs while taking the detection probability and false-
alarm probability into consideration. The proposed receiver
appears well suited for military and other security applications.

Wiretap networks are networks whose communications is
tapped by third party, or that can support the tapping of
conversations by a third party for security purposes. The
security and privacy in cognitive wiretap networks have been
discussed in [207]. In particular, multi-antenna wiretap net-
works with SUs and FD capability have been considered.
In order to counter the impact of eavesdroppers, two jam-
ming schemes, namely selection combining/selection jammer
(SC/SJ) and SC/Zero forcing beamforming (SC/ZFB), have
been proposed to minimize the quality of the eavesdropper
signals. The jamming signals in cognitive wiretap networks

can be simultaneously transmitted by the receiving SUs with
FD capability [208]. Random selection combining (RSC) and
generalized selection combining (GSC) have been proposed as
the general antenna reception approaches for the full-duplex
SUs. The exact closed-form expression for the security outage
probability has been derived while taking into consideration
the multi-antenna wiretap network setting.

C. Secure Underlay-based FD-CRNs

Secure underlay FD-CRN communication has been studied
in [210]. In the underlay mode, the SUs transmit simultane-
ously with the PUs to overcome the spectrum scarcity. In some
cases, the PUs can be the potential threat or eavesdropper.
This threat can be minimized while equipping the SUs with
FD antennas. The FD SUs broadcast jamming signals that
eventually minimize the impact of the eavesdropper. Through
this secure FD-CRN communication, the QoS is ensured not
only for the PUs but also for the secondary networks.

Secure FD communication in cognitive small cells networks
has been proposed in [209]. For securing the PU and SU com-
munication, three different relay selection schemes, namely
partial relay selection, optimal relay selection, and minimal SI
relay selection, have been proposed [209]. Using the optimal
relay selection and increasing the number of cognitive small-
cell base stations can increase the security of the primary and
secondary networks.

D. Summary and Insights

In this section, we have surveyed the existing work on
security and secrecy issues in FD-CRNs. To the best of our
knowledge, very limited work on the security and privacy
issued in FD-CRNs has been done so far. Generally, CRNs are
exposed to various security threats [53], [54], [57]; therefore,
FD-CRNs also need to be protected against potential threats.

The existing work on the security of FD-CRNs discusses the
dual antenna selection approach to mitigate the potential threat
by simultaneously transmitting data and jamming signals
[205]. To secure wireless-powered FD-CRNs, energy packets
can be simultaneously processed with jamming packets to se-
cure the wireless powered FD cognitive communication. Anti-
jamming antennas have been especially developed to not only
minimize the phase noise but also to minimize the eavesdrop-
per impact [206]. Secure FD cognitive small cell communica-
tion that takes eavesdroppers from the primary network into
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consideration has been examined in [209]. Underlay FD-CRNs
with secure SU communication in which the PUs act as eaves-
droppers have been presented [210]. Multi-antenna cognitive
wiretap networks with FD antennas have been made secure by
implementing selection combining/selection jamming (SC/SJ)
and SC/Zero forcing beamforming (SC/ZFB) [207], [208].

The existing work on securing the FD-CRNs has consid-
ered the physical layer security with dedicated anti-jamming
antennas to avoid eavesdroppers. However, the wide range of
specific CRN security and privacy threats, such as primary
user emulation (PUE) attacks [56], denial-of-service attacks
[212], and spectrum sensing data falsification (SSDF) attacks
[213], need to be studied from the FD-CRN perspective, taking
the spectrum sensing and SIS approaches into consideration.
Furthermore, in FD-CRNs with a common control channel,
e.g., [213], security strategies for this crucial common control
channel need to be developed and evaluated.

X. STANDARDIZATION, SIMULATION TOOLS,
PERFORMANCE METRICS, AND HARDWARE PLATFORMS

FOR FD-CRNS

A. Standardization

1) CRN Standardization: Standardization bodies around the
world have introduced CRN standards to bridge the gaps
between the research domain, industry, and real deployments.
The first standard for CRNs is the IEEE 802.22 wireless
regional area network (WRANs) standard [66], [70]. This stan-
dard empowers the CR-enabled devices to use the television
(TV) broadcast band or the TV whitespace (TVWS). The
IEEE 802.22 WRAN standard paves the way for rural users
to exploit the TVWS on a non-interfering basis.

The IEEE 1900.6 standard encompasses the spectrum sens-
ing interfaces and provides guidelines for DSA data structures.
The applicability of the IEEE 1900.6 standard in different
network scenarios and its interoperability with other standards
have also been examined from various perspectives, such
as adaptive reconfigurability, channel capacity, and channel
availability [68]. The IEEE 1900.6 standard also addresses
the DSS by various wireless devices in heterogeneous wireless
communication ecosystems.

Extensive effort has already been put into the standardiza-
tion of the TVWS [214]. The IEEE 802.19.1 standard has
been proposed for the coexistence of unlicensed users within
the TVWS [215], [216]. This standard allows the various
radio technologies to coexist within the TVWS formed by the
different TV band networks.

2) FD Standardization: FD was first endorsed in the IEEE
802.3 standard in 1997 with the IEEE 802.3x-1997 and
802.3y-1997 standard supplements [217]. All the necessary
modifications were made in the existing IEEE 802.3 standard
for the provision of the FD capability. In the IEEE 802.3x-
1997 standard, all the major modifications at the MAC and
the PHY layer are made with a pause-based flow control
mechanism to support the simultaneous transmission and
reception. In the IEEE 802.3y-1997 standard, the modifica-
tions in 100BASE-T are made to support the FD operation.
Modifications of other standards so as to add FD capabilities

TABLE IV
SIMULATION TOOLS USED FOR EVALUATING THE PERFORMANCE OF

FD-CRNS

Simulation tools or
Method

Paper

Labview [174]
Mathematica [219]
Matlab [3], [112], [113], [168], [205], [220], [221]
Monte Carlo technique [73], [95], [98], [121], [196], [197], [202],

[209], [222], [223]

have been explored. For example, the potential of using
the IEEE.802.15.4a ultra-wideband communication (UWB)
standard for FD communications has been explored in [218].
Collision free FD communication with respect to energy-
efficiency and reliability have also been investigated in [218].

3) FD-CRN Standardization: The standardization of FD-
CRNs is in the stage of infancy. The nascent field of FD-
CRNs has yet to be standardized to bridge the gap between the
research results and practical implementations. In light of the
potential benefits of FD-CRNs, it is expected that FD-CRNs
will soon be standardized.

B. Simulation Tools for FD-CRNs

The three main simulating tools employed for simulating
FD-CRNs are LabView, Mathematica, and Matlab (see Ta-
ble IV). Moreover, several studies have employed the Monte
Carlo simulation technique (see Table IV).

There is also need to consider collisions, contention, and
hidden terminal problems in detail in the evaluation of FD-
CRN MAC protocols. Moreover, the MAC protocols that have
been devised to date for FD-CRNs have not yet been evaluated
in more realistic simulators, such NS-2 or NS-3, see Section
VIII and Table III. Thus, the rigorous evaluation of FD-
CRN MAC protocols using advanced simulation tools is an
important direction for future research.

C. Performance Metrics for FD-CRNs

In Table V, we summarize the performance metrics con-
sidered in FD-CRN studies. Most of the work on FD-CRNs
has evaluated the operation of FD-CRNs with respect to
throughput and outage probability. Future work should expand
the scope of examined FD-CRNs performance metrics to give
a more comprehensive evaluation, e.g., by examining the SNR,
SINR, packet loss, QoS, detection probability, and PR activity.

D. Hardware Platforms and Prototypes for FD-CRNs

A first practical study of FD-CRNs using the existing archi-
tecture of CRNs and FD radios has been carried out in [99].
Directional multi-reconfigurable antennas have been employed
for simultaneous sensing and transmission while exploiting the
white space. The resulting SI has been mitigated with the help
of a hybrid SIS approach. The characterization of the range
rate shows that FD-CRNs outperform HD-CRNs [99].

Direct-conversion radio transceivers are usually used as
the hardware solution for FD-CRNs. However, the direct-
conversion radio transceiver hardware platforms have several
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TABLE V
PERFORMANCE METRICS USED FOR EVALUATING THE PERFORMANCE OF

FD-CRNS

Metrics References
Sum capacity [177]
Throughput [19], [100], [104], [105], [111], [123], [161],

[184], [188], [195]
Rate Region [99], [124]
Outage probability [98], [120], [205], [220], [222], [224]
SNR [109], [121], [198]
Collision probability [160], [189]
Packet loss [159]
Power allocation [158]
Energy detection [101]
Energy-Efficiency [186]
QoS [112]
Detection probability [96], [183]
Channel utilization [187]

TABLE VI
SUMMARY OF PR ACTIVITY MODELS CONSIDERED IN FD-CRN STUDIES

PR activity model Paper
ON/OFF model (idle/busy) [14], [105], [108], [159], [161], [171],

[184], [188], [195]–[199]
Unknown PR Activity [221]

imperfections, such as in-phase and quadrature imbalance
(IQI). To address these imperfections, the study [108] first
quantified the effect of IQI on the spectrum sensing approach.
Then, closed-form expressions have been derived for the false
alarm and detection probabilities, and finally the IQI has been
considered in the SIS.

General radio hardware platforms, such as the universal
software radio peripheral (USRP), have also been extended
to support the operation of the FD-CRNs. An OSA approach
using the USRP platform has been examined in [174]. Spe-
cialized hardware circuits have also been designed to evaluate
the impact of FD-CRNs. For instance, the 1-tap cancellation
circuit has been used in [225] to evaluate the digitally con-
trolled analog SIS approach for in-device spectrum sharing
and aggregation. A novel SDR platform for implementing
FD-WiFi networks referred to as GRT-duplex has also been
proposed [226]. GRT-duplex can support different spectrum
sensing and SIS approaches for FD-CRNs. A similar SDR
implementation has recently been presented in [227].

XI. OPEN ISSUES, CHALLENGES, AND FUTURE RESEARCH
DIRECTIONS

A. Spectrum Related Issues and Research Directions

1) Spectrum Sensing: Shadowing or multipath fading can
cause various MAC layer issues, such as hidden terminals [13].
These issues can be resolved with the help of cooperative
spectrum sensing (CSS), which generally increases the sens-
ing performance. However, CSS needs extra resources to
effectively sense the spectrum. To address this issue, non-
cooperative spectrum sensing has been proposed for FD-
CRNs.

The existing spectrum sensing research has extensively con-
sidered FD-CRN spectrum sensing based on energy-detection.
In contrast, cyclostationary and waveform-based spectrum
sensing still need to be further explored along the various SIS
and security dimensions.

Spectrum sensing approaches for FD-CRNs have been pro-
posed while taking into consideration the time, frequency, and
space dimensions. There is also need to further explore the
various spectrum sensing approaches for other white space
dimensions, such as the code and angle dimensions [11].
Moreover, the behaviors of spectrum sensing approaches in
the presence of eavesdroppers and other security threats has
yet to be explored for FD-CRNs.

2) Spectrum Sharing: Dynamic spectrum sharing is the
basic tenet of CRNs. The uninterrupted spectrum sensing in
FD-CRNs greatly improves the efficiency of spectrum sharing
in FD-CRNs compared to HD-CRNs [119], [228]. Most of the
existing work on spectrum sharing in FD-CRNs has considered
relay networks. However, spectrum sharing with respect to
overlay networks, multihop networks, and fading environments
in FD-CRNs has yet to be explored and presents important
future research directions.

3) Spectrum Mobility: The SUs in CRNs can use a licensed
band as long as PUs are not using the band. When a PU arrives,
the SUs have to vacate the band. This spectrum mobility
has been extensively examined for HD-CRNs. However, for
FD-CRNs the issues arising from spectrum mobility have
not yet be explored in detail and there are several important
open research directions. For instance, PU node mobility, i.e.,
changes in the physical locations of PU nodes, may change
the channel set available to SUs. Similarly, SU node mobility
may change the channel set available in the vicinity of the
SU. Considering the PU and SU node mobility may be an
interesting direction for studying the CR spectrum mobility.

B. MAC Layer Research Directions

The MAC protocols for FD-CRNs that have been studied
to date take packet fragmentation into consideration, minimize
the collision probability and improve the sensing performance
with the help of dedicated sensing and transmitting antennas,
see Section VIII and References [14], [104], [105], [161],
[188]. However, the various MAC layer issues, such as the
hidden terminal problem as well as potentially high bit error
rates (BERs) and packet-loss ratios (PLRs), have yet to be
examined in detail in the context of FD-CRNs.

The PLR can be reduced with the provisioning of larger
buffers. The theoretical doubling of the throughput in FD-
CRNs can be enhanced by efficiently suppressing the SI and
reducing the BER at the MAC layer. Extensive research on
appropriately sizing the buffers and minimizing the BER at
the MAC layer is needed.

Another interesting direction for future MAC layer research
is to examine and optimize the interactions between MAC
protocols in FD-CRNs and the various access and metropoli-
tan area networks that support the backhaul from wireless
FD-CRNs. For instance, so-called fiber-wireless (FiWi) net-
works [229], [230] consider the cooperation between wireless
networks and optical fiber networks that support the wireless
network operation. Commonly, the optical networks that sup-
port wireless networks have specific bandwidth allocation and
MAC protocols [231]–[235], that can be jointly examined with
the FD-CRN MAC protocols. Similarly, an end-to-end network
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connection involving an FD-CRN may traverse other common
access networks, such as coax cable and digital subscriber line
(DSL) based networks [236]–[239] or specific metropolitan
area network structures [240]–[244], whose characteristics
may be exploited for overall optimized MAC across the
networks traversed by end-to-end flows.

C. Routing Layer Research Directions

Routing protocols play an important role in selecting the
shortest paths while conserving energy and other resources
in CRNs [47], [48]. FD-CRN routing protocols should select
short and energy-conserving paths while supporting the simul-
taneous sensing and transmission operations. To the best of our
knowledge, FD-CRN routing has so far only been examined in
an initial study on routing with self-interference suppression
in [245]. FD-CRN routing protocols thus present a wide open
area for future research. For instance, there is a need to study
the impact of different routing metrics in FD-CRNs. Similarly,
proactive and reactive routing protocols for multi-hop FD-
CRNs need to be investigated.

D. PU Activity

CRNs operate while considering the various PU activity
patterns. PUs, which may be also referred to as primary radios
(PRs), follow the high, low, long, and intermittent activity
patterns [40], [246]. The studies [14], [105], [161], [188] have
considered the PU activity in FD-CRNs. However, most of
the existing FD-CRN studies consider only the ON/OFF PU
activity model, while the study [221] considers FD spectrum
sensing with unknown PU activity, as summarized in Ta-
ble VI. FD-CRN MAC protocols and routing protocols as well
as spectrum sensing and SIS approaches can become more
efficient when considering the various PU activity patterns.
Moreover, PU activity data collected from real spectrum
measurement campaigns can serve as a basis for studies to
further enhance the underlying performance of FD-CRNs.

E. Security and Privacy

In FD-CRNs, the SUs can simultaneous sense the spec-
trum and transmit jamming signals to mitigate the impact of
eavesdroppers. However, various CRNs related threats, such
as primary user emulation (PUE) attacks [56] and others, as
discussed in [58], have not been analyzed for FD-CRNs. Also,
the impacts of spectrum sensing approaches on the security
threats in FD-CRNs have yet to be examined in detail. The
physical layer security in FD-CRNs still needs to be further
explored while covering the overlay, underlay, and interweave
operational modes of FD-CRNs [11].

F. Energy Harvesting and Green Communications

Through different energy harvesting approaches, such
as simultaneous wireless information and power transfer
(SWIPT) [247], wireless communication can be made energy-
efficient. CRNs, especially cognitive radio sensor networks
(CRSNs) [248], can greatly benefit from energy harvesting
approaches [249]. In FD-CRNs, the dedicated sensing and

transmission antennas require more energy compared to HD
systems. Efficient energy management and conservation ap-
proaches are therefore especially important for FD-CRNs. En-
ergy harvesting is one promising approach for judicious energy
management in FD-CRNs [250], [251]. Wireless-powered SUs
with FD capability have been explored in [202]. However,
there are plentiful future work opportunities in the area of
energy harvesting FD-CRNs.

Energy conservation is an important research domain in
wireless communications [60], [62], [252]. CRNs have also
been designed to support green communication while conserv-
ing energy during the exploitation of the licensed band [60],
[62]. The simultaneous sensing and transmission of signals
in FD-CRNs is highly energy demanding; therefore the green
communications is highly important for FD-CRNs. To the best
of our knowledge there are no detailed studies yet on the green
communication in the context of FD-CRNs.

G. Polarization and Beamforming

Polarization [253] and beamforming approaches can sup-
press the SI and improve the FD communication performance
compared to HD systems [13], [254]. Since each link in FD
communication (as in bidirectional full-duplex (BFD) [255])
forms beams, an increased sum rate with minimized SI can
be achieved with FD communication [13]. However, the
polarization and beamforming approaches have not yet been
investigated in detail with respect to FD-CRNs. Only the study
[124] has taken beamforming into consideration for mitigating
the SI in FD-CRNs. SIS and spectrum sensing approaches that
exploit beamforming and polarization present promising future
FD-CRN research directions.

H. Self-Interference Suppression (SIS)

Channel state information (CSI) is not only used for re-
source allocation but also for mitigating the SI in FD wireless
communications [87]. However, to date, the CSI has not yet
been taken into consideration for suppressing the SI in FD-
CRNs. The leakage due to the transmit chain impairments also
contributes to the SI in FD-CRNs [19]. Therefore, there is a
need to suppress the SI resulting from the different transmit
chain leakages in FD-CRNs.

When effective SIS can not be achieved, then the so-called
“virtual-full-duplex” approach [256]–[258] can be used. The
virtual-full-duplex approach consists of a set of signaling
schemes that gradually turn the full-duplex operation at the
MAC layer on and off, while using HD operation at the
physical layer. To the best of our knowledge, the virtual-full-
duplex operation for FD-CRNs has yet to be considered for
SI mitigation.

I. Network Coding

Physical layer network coding (PLNC) in FD-CRN relay
networks with DF relaying has been examined in [219]. Gen-
erally, there is a need to further explore NC in CRNs, including
CRNs with FD capability [259], [260]. Network coding can
generally increase the reliability in chaotic and unreliable com-
munication settings [261]–[267] and has thus great potential
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for enhancing both HD and FD CRNs. For instance, the AF
relaying mode should be examined for FD-CRNs with respect
to NC. In addition, SIS approaches, spectrum sensing, and
radio resource allocation in conjunction with NC need further
work in FD-CRNs. Moreover, network coding-OFDM (NC-
OFDM)-based networks have been analyzed for HD-CRNs
[268]. Future research needs to examine the corresponding
NC-OFMD-based FD-CRNs.

J. Support of Heterogeneous Applications

CRNs can support a wide range of heterogeneous applica-
tions, such as wireless medical telemetry and delay sensitive
multimedia applications [76]. However, FD-CRNs have not yet
been extensively studied from the perspective of supporting a
diverse range of applications. Delay-sensitive and bandwidth-
hungry multimedia applications require extensive spectrum
and network resources. FD-CRNs can provide seamless con-
nectivity for these time-critical applications without interrup-
tion. Therefore, FD-CRNs should also be studied from the per-
spective of multimedia and other heterogeneous applications,
while evaluating a range of different performance evaluation
metrics, such as QoS and quality-of-experience (QoE).

K. Softwarization and Virtualization in FD-CRNs

Network virtualization allows multiple virtual networks to
operate over a given single physical network [269]–[272].
Network virtualization has found its way into the field of
CRNs [52], [273]–[275]. Network virtualization is often fa-
cilitated by softwarizing the network control through software
defined networking (SDN) [276]–[283]. However, the virtual-
ization of FD-CRNs has not yet been proposed. There is a need
to virtualize the FD operation of the SUs, the virtualization has
the potential to ultimately enhance the spectrum utilization.
The SIS in FD-CRNs could also be addressed by properly
virtualizing the FD-CRN communication.

L. Standardization for FD-CRNs

Standards for CRNs [66]–[68], [70], [214] and FD commu-
nication [217] have already been proposed. To bridge the gap
between research findings and practical implementations, stan-
dards for FD-CRNs are needed. To implement FD-CRNs in
different network topologies with different network operators,
the FD-CRN communication mode needs to be standardized.
However, such FD-CRN standards have yet to be proposed
and are an important direction for future work.

XII. CONCLUSION

Simultaneous sensing and transmission on the licensed
bands with the help of full-duplex cognitive radio networks
(FD-CRNs) can enhance the throughput. The interference to
primary users (PUs) caused by the limited sensing time in
conventional half-duplex (HD) CRNs can be minimized with
the continuous sensing in FD-CRNs. The self-interference
(SI) during the full-duplex (FD) operation in CRNs has been
minimized through active, passive, or hybrid self-interference

suppression (SIS) approaches. In this article, we have pro-
vided an up-to-date survey of research on FD-CRNs. We
have comprehensively covered all aspects and dimensions of
FD-CRNs, including SIS approaches. Five case studies have
also been presented that illustrate the applicability of FD-
CRNs. We have classified FD-CRN architectures according
to the underlying CR operation into underlay, overlay, and
interweave FD-CRNs. We have then covered the FD-CRN
radio aspects, including the different antenna designs, an-
tenna pairings, and transmission modes. Spectrum sensing in
FD-CRNs has also been surveyed with a classification into
energy-detection based, waveform-based, and cyclostationary
approaches. We have surveyed the redesign efforts to adapt
existing CRN MAC protocols to support the FD operation.
We have also provided details about the work on security
and privacy in FD-CRNs. We then have concluded our survey
with outlines of open issues, challenges, and future research
directions.
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